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@ RE
VIMY 7 b7 2 7% A Y R b= ZR0I, LUTFOREHY —/1—(0S) DIREEITVLE T,
- KRR N EDIEE
- DNS S8 % 72 (S ZRIFERDIEE
- IFZHELE, [FIHA
c BB Y—ERDELE
VIM OEFIDEY — ERICBWTHIAT 28— FESHBRAET 2P —EREELSEET,

iptables6 I3BEMICL £9

3) Y EI—UHRE
Ve E NTARREH —/R—(0S)ICIP 7 KL AR REZ T 4 v 7 I— h gDy b T— 7 %FZELE T,
VIM Y 7 27 A VA R—=IVICIP 7 RLAPRRT 4 v 7)— b RRET DHEIE. vIM oY —E

REAZIE LT3 A TEBEL TS LY,

4) OSBIDF1—=2%%E

NTH—RVRAF 12—V T HEINDHEIE. BB T, H—FILD TCP /37 X —R %051, Fa
—Z U URELTLIZS Y,

LIFIEsE &Y £94% Virtual Appliance fk (vTM (2 0S 1 & TR DfEICAY £9,

K77 SEIBICERE AR L TWADIZY 7 b2 7R WTM V7 b2 7 OMER) &4 £3,

’m B VARR 1&
/proc/sys/fs/file-max 2097152
/proc/sys/net/ipva/ip_local_port_range 1024-65535
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/proc/sys/net/ipva/tcp_fin_timeout 60
/proc/sys/net/ipva/tcp_syncookies 1
/proc/sys/net/core/somaxconn 1024

/proc/sys/net/ipva/tcp_max_tw_buckets 1800000

/proc/sys/net/ipva/tcp_slow_start_after_idle | 0

/proc/sys/net/ipva/tcp_timestamps 1
/proc/sys/net/ipva/tcp_window_scaling 1
/proc/sys/net/netfilter/nf_contrack_max 10485752

nf_contrack_max DEREH UGS, /etc/modules.conf £7zlx /etc/modprobe.d/<{E=N7 7 A )L
%> [T &R L X,
options ip_conntrack hashsize= {FE D&

options nf_conntrack hashsize= {£EN{&

Copyright © Zuken NetWave, Inc. All right Reserved
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5. Virtual Traffic Manager vVTM)Y 7 b7 =7
1) VIM Y7 bz T7DA 2R =)L
B HR—bA MDY 7 b2 T7EETE—FLET,
#4t URL (https://www.znw.co.jp/support) (27727t -72&, [Virtual Traffic Manager H7R— k4
Al 270y LEY,
UFDID &/RT—FTcRI74 > LET,
ID: steelapp-limit
Password: sa*8USpuY8dR
YR—MER>77—L7xT7DLABY 7 F Iz THRO7 7 A VX7 A—FLET,
ver22.9 oA X h—ILR7 7 AL ZeusTM_229 Linux-x86_64.tgz (%) (T4 Y £9,

(%) 229 (ver22.9 ZRL X T, DN\~ 3 VZHATIRICIIRLZESLHY £,
A=K LI77A0ET7 7 A IUEREY 7 b WIinSCP %) TREH— =7y 7n—FLET,
Ty Z7A—FETER UToavr FeETLES,

# tar zxvf ZeusTM_229_Linux-x86_64.tgz

77 AIHRERENET,

fRR%, UTDaYy FERTL, ZEN—Va 207+ NRITBE LTI R b=V &AL £T,
#cd ZeusTM_229_Linux-x86_64

# ./zinstall

TRA v E—=JIEHOETUTOLS ICAHLET,
# ./zinstall

You are installing a package built for Linux-x86_64
Pulse Secure Virtual Traffic Manager Installation Program
Copyright (C) 2022, Pulse Secure, LLC. All rights reserved.

Checking distribution ... all packages match checksums

Copyright © Zuken NetWave, Inc. All right Reserved
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Use of this software is subject to the Pulse Secure Terms and Conditions
of Sale.

Please review these terms, published at
https://www.ivanti.com/company/legal/eula before proceeding.

Enter “accept' to accept this license, or press return to abort:

“accept”Z A L. Enter ¥—%IRL T
Where should the product be installed? [/usr/local/zeus]: Enter #—%48 L £ 9

Installing zxtm-22.9...

Installing admin-22.9...

Installing updater-22.9...

Installing zxtmadmin-22.9...

Installing stingrayafm-22.9...

Installing zxtmadmin_lang_en_gb-22.9...
Installing zxtmadmin_lang_en_us-22.9...

Pulse Secure Virtual Traffic Manager is now installed in /usr/local/zeus.
Are you ready to perform the initial configuration now ? (Y/N) [Y]: Enter ¥—%#f L %9
Running /ust/local/zeus/zxtm/configure

Pulse Secure Configuration Program
Copyright (C) 2022, Pulse Secure, LLC. All rights reserved.

This program will perform the initial configuration of the
Pulse Secure Virtual Traffic Manager.

Each traffic manager in your cluster must have a unique name,
resolvable by each member of the cluster.

This traffic manager is currently called 'localhost.localdomain'.
Would you like to

1. Keep the current traffic manager name (default)
2. Specify a new resolvable hostname
3. Use an IP address instead of a hostname

Choose option [1]: Enter F—%4f L £9
Generating SSL key for control communications... done

Control SSL fingerprint:
C8:08:C7:04:6E:64:C2:79:8F:3E:12:B0:64:F9:96:42:7E:F8:44:67
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Generating a unique identifier for this traffic manager... done
Register this vTM with a Ivanti Neurons for Secure Access controller? Y/N [N]: Enter ¥—%3#fL £3

Different product features are enabled depending on the license key provided.
If a license key isn't provided now, this product will run
as the Community Edition until a license key is installed.

Enter the license key filename, or leave blank for the Community Edition: Enter —%# L £
When using the Community Edition, most of the software functionality is

present, however outgoing bandwidth is restricted to 10 Mb/s and

the maximum cluster size is restricted to 4.

See the user guide for more information about the Community Edition.

Do you wish to use it? Y/N [N]: “y” Z#AF L. Enter ¥—%#HLET

Choose a UNIX user for the zxtm process to run as [nobody]: Enter ¥—%# L £
Choose a UNIX group for the zxtm process to run as [nobody]: Enter ¥—%48 L 3
Pulse Secure Virtual Traffic Manager can be configured to only allow management
on one specific IP address. This restricts all admin server access, SOAP
management, REST API access and other control information to this IRP. This

setup is useful if you want to completely separate your public and private

networks.

Would you like to restrict management to one IP? Y/N [N]: Enter ¥—#%3#fL £
Installing SSL key for Admin Server... done

Pulse Secure Virtual Traffic Manager can be installed so that it
automatically runs when this computer boots.

Would you like Pulse Secure Virtual Traffic Manager to start at boot time?

Y/N [Y]: Enter ¥—%4R L 3

Start script linked into /etc/rc2.d/S85zeus
Start script linked into /etc/rc3.d/S85zeus

Searching for Pulse Secure Virtual Traffic Manager clusters... done

Which Pulse Secure Virtual Traffic Manager cluster should this installation
be added to?

C) Create a new cluster
S) Specify another machine to contact
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Select option [C]: Enter F—%4 L £9

Please choose a password for the admin server:admin 7h 7 > FCEEET B/SRAT—FHAHDLET

Re-enter: admin 7AW Y MCERET B/ T— RE2BEANLET

Would you like to register this vTM with a Services Director? Y/N [N]: Enter F¥—%4f L %3

Configuration successful

Starting Pulse Secure Virtual Traffic Manager Software... OK

k3%

** The SHA-1 fingerprint of the admin server's SSL certificate:

¥ 9A:F2:D7:F2:7E:4C:70:96:0A:C8:AD:A2:B1:34:41:8A:07:60:E8:C1

** Keep a record of this for security verification when connecting

** to the admin server with a web browser and when clustering other

** Pulse Secure Virtual Traffic Manager installations with this one.

kk

** To configure the Pulse Secure Virtual Traffic Manager, connect to the admin
** server at:

**  https://localhost.localdomain:9090/

** and login as the 'admin’ user with your admin password.
*%

Please read the release notes (/usr/local/zeus/zxtm/RELEASE_NOTES)

VIM A VX h—IV52TH. 7778 Thttps://mX b (F7212IP 7 KL X) 9090 ZANTBZ LT,

BEBUINTIELRTHIENTEXT,

(2]

ver22.9 #FMTA VR =T B BB Ul A7 71X L7-FRIC [Reapply system settings] DEIT%{E

TESTA Vv E—UHRRENDGEDN DY £7,
S

T [Reapply system settings] ### %, [Reboot] R&>%#sUv o L%,

DAy E—UANER B ETAED D 5 [ERRYRLET,

Xyt —Y O3 EIL. Diagnose > Cluster Diagnosis > Configuration System settings X =1 —
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2) OYAa—7—kEE

VIM DA77 74 )UE BEFICHEESNE T,

/usr/local/zeus/zxtm/log/errors AR +AT
/ust/local/zeus/zxtm/log/audit FOEE. #BERoT
/usr/local/zeus/admin/log/access VIM ADT7 72207
/ust/local/zeus/admin/log/errors vIM Dicgh, {=1kn s

VIMZA X b= LT=7E Tk, a7 77/ nizno—7— b ESnEtHA,
RABH —/X—(0S)fD/etc/logrotate.d R FlcAZDA—F— R EL £ T

VIM A7 %0—7— h2581& UTOY7FLaEVIM 7AERISKETIHREEZEML T,

/bin/kill -USR2 " cat /ust/local/zeus/zxtm/internal/pid | awk {print$1}"

Virtual Server DAF¥ > 737 7 + )L b THEEHTT,

777 FRETIEAF Y 7I2L% DISK @ 1/0 o&fme ) g uhWzsh, ZHRALAWLEL S I8t TldD
ZEALTHY £,

H LZHAINDIHGEIL) YV —ZATRNRORE, Y—ERZIUVIDEHNBERELRD I L& TEEDS X,
ZHIFLIZE L,

Virtual Server ZEXET BRIEAF > TRADOAT 7 7 A IWITFEL £ A, Virtual Server DERE % EHEL
2nb, UIIRIAFVTZB/MTHIETRT 7 74 ARSI NE T,

Virtual Server ® 07 DIRES I Virtual Server @ Request Logging @ log!filename: DiXEEB TIEE L
EJr

RELERVNT 7 A IVEAIZT 7 4L T %zeushome%/zxtm/log/%vlog DIEEIAY T,

%zeushome%/zxtm/log/ = /ust/local/zeus/zxtm/log & EFRAREZ TLIZELY,
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R 7 7ANHIBRIEL, ZEREATELALE D Request Logging TRESNIAT 77 A ILHA—
F— FOBEHIDEL A T,

VIM BZEERENTNE LT35AIC. BMFPRURICRZED S Zep'HBY £7,

3) Y—I\—aE—, 4 A—=ThDOREY—/—1ERk

VIM % A > R b =)L LIARBY — N~ D =7 7 FERIEOY —/\— 22— A X —Ih b DfRIEY —
NWN—ERRICDOWTIIERE TS R— L TEY FHADT, =77 FMGEEROICEMEE <7230y,
== —0A X =D DAY —/—1Epli&, vTM TIIUATOBRIELDREIA Y £75

- KA M IP 7 FLREELISGE. VIM OFA Y X b—L

-vTM @ UUID OZEFE

BE, FNBRBEOA VAZVRERBRBICIE— LTI/t X220 £FATIILIE. 71tV
ZERIZHTZY ET,

MEBRIBICIE, F-aiHEiZ A v AAWMEBLRY DT, TEELLEEL,

BvTM @ UUID OZ &

System >Traffic Managers X =21 —® Manage **** @ UUID ®OIEE T|Regenerate [hZ > %7 1) v &

LET,

UUID: 62f235a8-cab7-3601-89da-00505685aa30 | Regenerate

Cluster Z#3 % vTM TEILC UUID AERE SN TS & Cluster DR T T — & 7Y £, Cluster 21

B9 %H1C UUID ZZ8E L T 7230,
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4) EBUl~ADOOT A
BEUIADTZ7EXIE https://<vIM 7 KL X>:9090 T7Z7ERTBHIENTEET,

F7 4D ID [ admin, /SZXT7—KRldAf v X b —IUFIERE WS W /X7 — K2R £,

5) Hotfix M
Hotfix 78U U — X aAN7-354. BB UI ~O7 1 4. Hostfix #58BL 9,
Hostfix |38tHR— A b [HR—MEER > 77—LTz7 DL] AHXUYA—RFTA5ZEHT

LT,

W Hotfix @A E
@ Hotfix MEARTEAN—3 0 THBRT EZHERLET,

@ ®EUzns4>LET,

® [7A1 %, System>Traffic Manager X — 2 —® Software Upgrade T[Upgrade (K& > %2 U v &

LET,

@ Software Package Q7 7 1 L& EIRFKRZ %27 v o L, Hotfix 77 A ILEFRL £,

Upload i(i&>%2 Y w4 L, Upload L1=7 71 LORBEHERL £,

BEON—=avhELTChs ezl £9,
® Select the desired upgrade scope and click Upgrade to begin the upgrade.& WS IEE AR R L7235

&, Upgrade specified traffic managers. %33R L Hotfix %#F$ % Traffic Manager #i8€ L 9,

-----------------------------------------------------------------------------------------------------------------

Install this upgrade R &> %27 YU v o7 LEd,

Q @

Ty 7L — g, TAEXAYRZ—FLET,
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Z DR, BEMHFEELET,
EEUICASA Y LETS,
@ System>Traffic Managers X — 1 —® Hotfixes DIEB%#ZB L £7,
Hotfix pNEAIN TS Z & &L T
LTI ERR DRI T,
Hotfixes:

The following hotfixes have been applied to this traffic manager.

+0900 - Traffic to backends not resumed after reactivating : Support case 2018-0925-3510

6) SER~DEIE

verl8.2 LI Telemetry DEREIC & W ASBADBENKELET, (T 74/ FRE Yes DF=8)
Telemetry MERTE Tl vIM AREBTUNEE L 7-35E CEMRIER 2 7827 0 FF~3 BFDfE(C telemetry.zeus.com (C
KELET,

2—HPERE EIFERLINET,

No (F) (L7354, telemetry.zeus.com ~D@EEIZITHNE A, FI-BFEY—EX~DOFE|TH Y
Ft Ao

EEIL  System>Global Settings > Telemetry X = 2 —® telemetrylenabled DRETITLE T,

7 A—ToR—+
VIM ZEFH 2 EMBAEER— MIF -V LI EBE ) £9,
ERBER— FADT7 72 A HKAEWES. VIM BEBEDIS—, 7z AILA—N—LERREL, &)

RIS Ee /-3 2Bl £9,

TCP/22 SSH

TCP/53, UDP/53 DNS

TCP/443

TCP/9060, UDP/9060 Java XFFRF
TCP/9070 REST APl 317.2 LIFEE%)
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TCP/9080, UDP/9080 Cluster B5fRF3. 2> 7 « JTAHA

TCP/9090 BEBUI 7oEX, zci (Avy FI4E—F)
UDP/9090 N—kE—F

UDP Z v & LiR—k av7 4 JTEHA

ICMP

CDIENEBFIEY —ERZRET 51— bAF -7V LIRREE LY £9,
T 7 # I TIIVIM AFO2TDA v 2 —7 2 — R TLEDBEENBEE LY £7,

Z77 FRIETIE0S LOREFICL Y ERMADHR— b ESHF—T v LIREER D DB Y T,
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6. Virtual Traffic Manager (VTM) DEXE
1) BEUIADT7IERAE
BBUI~ADT 7t RIE https)//<VIM 7 KLX>:9090 #FEHALTT7 7 ERXTEIEATEET,

F7HIL D ID A admin, /XX 77— FidA Y X b —IUBFERE W AW /SR 7 — RIZHY) £,

seSecure® virtual Traffic Manager: Community Edition Purchase license here 22.2

Login Pulse Secure vTM Administration Server

Software: Virtual Traffic Manager: Community Edition 22.2

Use of this software is subject to the Pulse Secure Terms and Conditions of Sale.

Please review these terms, published at Pulse Secure Terms and Conditions of Sale before proceeding.
Login to localhost.localdomain

Enter a username and password to access the administration server.

Username: ‘ ‘
Password: ‘ ‘

[ Login |

2) BEUI~ADT Y tXHIR

W=7 75DT7 7477 +—IEETT 72 AT RRT 275%

ZT795DT 7 AT+ —IVEEEOL—ILBIN) ZER L T, vIM B Ul A7 72 RTAFIRT 52 &
MTEET,
RNELRT 7ERATHODEAEHCT=OIC, THODHETERE Ul ADT7 7 RTa4RT 52 L %58

CHEELEY,

Copyright © Zuken NetWave, Inc. All right Reserved
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SHIZTRRDOR—2D [INIJL—ILOBNN] DA% ZSBBL 12Uy,
https://docs.nifcloud.com/cp/help/fw/rule_new.htm
(]

X REREICOVLWTOZERMIE. =77 7MEaEROZ ThMag {Zaly

BVTM O Restricting Access #EET7 7 £ 2o HIBRT % /5%

vTM O Restricting Access #gE#FERA L T, VIM BE Ul ADT7 72 RT%FIRT 5 Z A TEE T,
RERT 72 ZRTh LDEAZBASTHIS, THODHETER Ul ADT7 72X T%eHliRY 5 2 & %@
SHERLEY,

KER (M=T775D7 7477+ —IUWERETT 7 L AT RS 2755] L DHHANLEEL LT,

KEREXMEHEZ FTEBBUIICT 7R TERL Y FTDT, fFEEDORICIETTDICTEEL 2T,

- EREfR

RERIC, =77 7B TN\y Ty TDIDIZR Py Foay bEEEELET,
2 BLULEHER URIER) 0HEeld. 189288 L £,
¥ =70 70RFy T ay boZHBICIERERENRETT,

X BEREICOVLWTOZEMIE. =77 7MEEROF ThMae <23y

* _N_._ljj_lf
@O EEUI (ttps://<vIM 7 KL X>:9090) (CBEEAI—YTcO/14 L%,
@ [System] > [Security] (C#ZBHIL 9,

® [Restricting Access] T[Add allowed clients:]IC IP 7 FL 2 £ 7=ld%y b T— 0 %KEL X,
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(fie]

[Restricting Access] T. 7547 M IP 7 FLREEHERTET 5 Z EHRIRETT,

(#1:10.1.1.1,10.1.1.2,10.1.1.3 - -)

Y Restricting Access

Access to your Admin Servers and REST AP is restricted by usernames and passwords. You can further restrict access to just trusted IP addresses, CIDR IP subnets or DNS wildcards. These access restrictions are also
used when another traffic manager initially joins the cluster, after joining the cluster these restrictions are no longer used.

You are currently accessing from IP address_.

Allow access from;

No access restrictions in place

Add allowed clientsf | £g.10.1.1.1,10.0.0.0/24 or * .example. con)

@ EE ~ERo[Update] T L GERAL 75

(fie]

WEOCT77ERTEBUNIZT7EXLTWE 2547 b IP 7 KL X)L % Restricting Access T:%

EL&S DL [Update] BITRICUTOEEXY (RDFH) ARRENET,

25X : [Check this box to override the warnings given and submit changes]

g

KR L RYBEDTDHICEEXADT = v 7 HREISRY) £,

BT THERR

OF = v 7% LI-&ICBE[Update] 32 &, IREDT 7 XTh 0ER Ul ADT 72 ZAH
TELLLBY XY,
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seSecure’ vinual rraffic Manager Appliance: Community Edition Purchase license here 19.2r4

ademin/admin)

4 Home | @ Services [I] Catalogs £ Diagnose [ Adtivity | / systen | Q)

Systerm:

Help

Traffic Managers _Fault Tolerance | Web Application Firewall Networking Sysctl Alerting SNMP | Securty | Users Backups  Licenses Time

Warring: There may be a problam, Flease see below for detats

Glabal Settings
Admin

Security

eontrol the see,

Unfold All / Fold All
of the Admin Saruar

P SSL Certificate

Access to the Admin Server s encrypted and vartied using an SSL certicate
¥ Restricting Access

Access 1

liance using the Admin Ser
traffic

ally joins the ¢

Warning
ind passwords. You can furd , CIDR 1P subnets or DNS wi

s are also used when another
You are currently accessing from [P address 10.43.203.84,

Allow access from:

1Ps or DNS wildcards Remove

1]
1]

Add allowed che

s: (1043 161 249 (201
WARNING: These settngs wil prevént you from acc

ample .com)
ament locatian

»  Management [P Address and Admin Server Port
The Admin Server on 172.21,246.20 15 configured to isten on part 9090,
» 55HServer

Secure shell (SSH) access is anabled, the

server iz configurad to fsten on port 22.

B Cluster Communication
Resincaons placed on the port used to manage communication between custer members.

P SSL Settings for Admin Server and Internal Connections
™

tings control the

admin server and

internal to thy fic manager.

B REST API
These sattings control the REST API daemon.

Apply Ehanges

I Update Chack this box to overida the wamings given and submit changes I

ARTERERD

@ BEUI (https://<VvIM 7 KL X>:9090) ([CBEH1—Ycas/M4 L7,

@ [System] > [Security] (Z#5&L %7

® [Restricting Access]ICHFLEDFRENREINTWAhZREERL 75

¥ Restricting Access

Access to your Admin Servers and REST API is restricted by usernames and passwords. You can further restrict access to just trusted IP addresses,
used when another traffic manager initially joins the cluster, after joining the cluster these restrictions are no longer used.

You are currently accessing from IP address_.

Allow access from:

IPs or DNS wildcards Remove

1995001 O
] O

Add allowed clients: | | (e.g.10.1.1.1,10.0.0.0/24 or * .example .com)
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- BIRAE
H LB EREERITV. BEUINICT 72 RDTEALC A -T355813, [RERIC= 77 SRIBE IS L 7-

AFyTvay bhanERLET,

3) SAEUREE

vTM DENEIC ICZA e RT7ANDREERY £T,

ZA 2V RITITFRET S vIM D IP 7 FLRIERIRETT, 74 REARHCBHEINSZ IP 7 FL
ZIZVTM HEFLUAND DIBEHNHED A > X — 7 = —RITEREINTULRITIILRY FH A,

VIM @ IP 7 FLZAZED 2 EFIARD T A RIIEHITAY £,

CHRDREY == IP 7 FLRDEBEAIELIHEIET7M EVy ROZEEZ =7 7 FMEEROICT
&< 72& 0y, Cluster BEXTIEILF IP 7 FLXTOZFHIB L Y 9,

<IF IP 7 R L RBRECIHREY —N\—1EREBEZD IP 7 FLZRALEBEIN IP 7T RLRERY £7,
A4t R LAKRICIE= 7 7 7D BRI NIV FERERBEOANR 7 THERD D X, BHIAHL

WZE Ly,

W71t XA VR— b EE

System>License X Z2—I(Z7 7R L ET,

Install new License Key ®IEB TKey File D7 7 A W FRK X% 7 Vv oL, F4AEVR7 74N %

FIRLET, 718X 774 IVFERE, |Installkey[RZ %27 U v 7 LET,

ZA4 > RIEITIREDY £9,
T4V R VR—FMILBVIM OFiLE), —EXDY R Z— MIREWZLEEA,

Cluster 2 L TWAIBAITWITNHADVIM L TETDTA Vv REA ViR— bS5 ENTEET,
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FA U RAEAL ViR— bk LERWEE, g 10Mbps (ZHIBR X 417- Community Edition TEIHEL £7
Community Edition TOEMEIZ Y R— MREAERY £F, BT T7M 8V R%EA 2 R—FLTIHAL
éf(ﬁévo I
Cluster ZERT 22 TDOVIM ICRAIL 74 VA2 A T4 i R—FLTLIZE W, BS540
E&47Tcmmy%%&Té:tmﬁﬁénfmiﬁho I
W7 At XEH

Z7VJRECIEELE BE2~3RAICTA Y AT HLELHY £7,
Z1E2EEHRLEWEA, 38 31 BTIHREFED 7 M £ AAERTE LAY XY,

S At ZOEMERAINE T &, Community Edition TOER (5 10Mbps) (8 EHY £9,

FLWIA L RIEF2 AZBRIC=77 78K 0 CHRFOBERITT L ORI NE TS,
FLWIA o RIEFEAINELADTEERIBETERAWZABENH Y £,

T 74V DERETIEZ A £ ZBHARD 90 HEL, 60 HaL. 30 HaL. 15 HEl 7 HENCX vE2—2h°
ARV FAZICHAINET,
MA—ILTOBMBAIBETT, FHMllL. K= 0 (W71t XEWHIREM A —VEE | & ZhER<
7=y

FLWIA L RITAEC RS VR—bHEERUAETA VR— b BT ENTEXT,
FLWIAEZMNENAY EFTEHVWTA LV RDE-TWEI LTI I —HHAINET,

I5—fRRICITEWT A ZFEBRL TW 2K EAD Y £,

| PRI
CHBRRICHEER R ETITA vV AEBAFLEINIGE. HiIREBOZ /v R Vik— 35

Z LT, BEICHUOTED 7 M AHEFhE R, MMIsEn 7 4y RdEHERY £9,
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BICTIRED 7 A R ViR—k LTd5A. LAFEED 7 12 R2FETHERW 2D WET
AIFED 7 A L RIERhE LY FH A

FEEGST-EHIFED T At RZHBRET. Z0FFFBLETE T/ REREBY £T,
BIAREER ST T AV REHBRL TS W, FEEL 12TV REHRT B EFZ>TWDB T A

TV R(MIFHD 7 1 £ X)ICEEITYIU DY £9,

W7 1 &> XEEEARREA] A —LVERTE
Alerting @ Event Type T License Key Problem %E&E L. X —/LEMZREWNEEETE, FM/ ¥

ZFERHEBRD 90 BaT. 60 HAL, 30 BRI 15 HAl 7 BRICEMX —L2XET 5 LA TEXY,

FA e 2R ERS LAWK SIS, REEHRLET,

@D System > Alerting X = 2 — Alerting ITEE® Manage Event Types (Z#&81L £9,

4 Home @ Services [I] Catalogs £ Diagnose Laf_“Activitil Ve Systeml

System: Traffic Managers Fault Tolerance Networkingl AlerlianSNMP Security Users Backups Licenses

—

On this page you can specify one or more actions to be run when events are reported by the traffic manager.
By default, all events are logged to the main event log. The "Bypass event log" action is provided to allow you to override this for specific events.

Alert Mappings

Event Type Actions

All Events -> Log to event log
[Select action. v

Audit Events E] g Bypass event log @
| Select action v|

Select event type. v
Manage Event Types Manage Actions
Apply Changes
\'Upda(e

@ Create new event type MIEE T, Name 7 1 —IL FIZEREDA R b &% AH L7- LT, |Add Event

Type|h 2 v%zs Uy LET,
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Create new event type

l Name: |test ‘I

Add Event Type |

(® Event Type OEEICHEI L £9 DT, Events V) —_ET. License Keys > Warnings &V —% &

BIL. expiresoon ZZRL 7= LT, [Update Rx = Uv 7 LT,

X expiresoon ZERL7-35E. BHAR 7 HenlSBMINE T, ZNLEISEML-WIEE1E.
"expiresoon<#F>"#ER L £9, FIZI1E. expiresoon30 %R L /=154, BREAE 30 Hal@
HMEINFET, £7-. EEERYAIRETT DT, EFRBEF-E-L ochiid, 30 Heje 7H

B E&BRT 5 2 L HAJBETY,

Unfold All / Fold All

Event Type: test

¥ Basic Settings

These settings allow you to specify which events make up this event type.

Name: |[test |

Events: Events Unfold All / Fold All
|- Cloud Credentials
Configuration Files
|- Fault Tolerance
General

| GLB Services

=] License Keys

Al License Keys
O Some License Keys...

ion Messages
=] Warnings Toggle Selection
‘malformed: Error detected in LicenseStatefile format 0

|—bwlimited: License key bandwidth limit has been hit

|—expiresoon15: License key expires within 15 days

|—expiresoon30: License key expires within 30 days
il ki oo

I I —expiresoon: License key expires within 7 days

I8pO0000

m]

| —license-rejected-unauthorized-ts: License key rejected from authorization code

Apply changes

| Update |

BN A —I451)
expiresoon(BZIEARR 7 BED ICERE L7-35E. UTDL S B X —IUABEMERD 7 BRIICEE £9,
(BRHEIRAY. GMT 26/1/26 10 B57= > 7-358)

— BAIX — U4 © Zeus: License key expires within 7 days
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— BHIA LR

Virtual Traffic Manager Ib Alert messages from XX XXXX.XX (#8@& : vVTM 7F LA or vTM $ApE)

All alert messages (oldest first):

#1 Jan 19 19:00:01: WARN License Key "xxxxxxxxxxx' (f/& : 1/19 19 BF(ST) (@0 X —ILiX(E)
License key will expire on Mon, 26 Jan 2026 10:00:00 (& : GMT 26/1/26 10 RAZNEARRYIN)
GMT and on expiry, Traffic Manager will run the

Community Edition if no other valid licenses are installed

@ System > Alerting X = 21— Alerting JEE ® Manage Actions |Z#&1L £ 9,

4 Home @ Services [I] Catalogs & Diagnose L7°_‘_Activiql y Systeml

System: Traffic Managers Fault Tolerance NetworkinJ Alerting ISNMP Security Users Backups Licenses

On this page you can specify one or more actions to be run when events are reported by the traffic manager.
By default, all events are logged to the main event log. The "Bypass event log" action is provided to allow you to override this for specific events.

Alert Mappings

Event Type Actions

All Events -»> Log to event log
| Select action. M

Audit Events @ g Bypass event log @
[ Select action. v]

| Select event type.. v \

Manage Event Types Manage Actions

Apply Changes

| Update

® Alerting Actions IEE T, E-Mail Z:E4R L. Additional Settings DIEBIC X —ILT7 FL X $—

7 FLRZFEAD L, Update ha>zo Uy o LET,
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Alerting Actions

The Actions Catalog contains the set of actions you may associate with alerts.

I » : E-Mail (E-Mail action) I

» ° SNMP Trap (SNMP Trap action)

P> Syslog (Syslog Logging action)

¥ Additional Settings
The e-mail address from which messages will appear to originate.
Ifrom: ‘vTM@%hoslname% ‘I Default: vTM@%hostname%
A list of e-mail addresses to which messages will be sent. The e-mail addresses should be seperated by spaces or commas.
I to: ‘ ‘

The SMTP server to which messages should be sent. This must be a valid IPv4 address or resolvable hostname (with optional port)

I server: | | I

)
—from : vTM@xxx.co.jp

==

MOEETTH A VIM DA —ILT KL REBE
@QOENIMEFEDKE

=

@DEIZ A —ILY—/(SMTP H—/3 1 TCP25) TV L —RJREAR K X A V ZERTE

—t0 : userl@xxx.co.jp,user2@xxx.co.jp
SOBHIA —ILKEFTA—IVT FL REETE
—Server & XXX XXX XXX XXX

Ea—

XX =LY —/X(SMTP H—/)IP 7 N L RERFE

Apply changes

| Update |

® System > Alerting X =2 —® Alerting DIEE® Select event type (ZHWT, @ THERRLT=A N>

h&7%&R L. Select action T E-Mail Z3&RL. [Update| hx>%oUv o LET,
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1 Home e Services mCatalogs 8 Diagnose lz:Activ tl| F System |I

System: Traffic Managers Fault Tolerance

1 Firewall Networkingn Alerting ISNMP Security Users Backups Licenses

On this page you can specify one or more actions to be run when events are reported by the traffic manager.

By default, all events are logged to the main event log. The "Bypass event log" action is provided to allow you to override this for specific events.

Alert Mappings

Event Type Actions
All Events -> Log to event log
[ Select action... v|
Audit Events @ -> Bypass event log @
[ Select action... v]
I | Select event type... v I

Manage Event Types Manage Actions

Apply Changes

\ Update |

Alert Mappings (modified, press 'Update' to save)

Event Type Actions
All Events -»> Log to event log
[ Select action... v|
Audit Events E] -»> Bypass event log @
[ Select action.. v|

| test ] = I

| Select event type... v]

Manage Event Types Manage Actions

Alert Mappings (modified, press 'Update’ to save)

Event Type Actions
All Events -> Log to event log
[ Select action. v
Audit Events @ - Bypass event log @
[ Select action... v|

I test @ b d

Select action.... v

[ Select event type... v

Manage Event Types Manage Actions

Apply Changes

I[ Update \I
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4) Cluster (R BH/E
HRZA R4, DNSE&E. ¥/ILF IP 7 KL RIREBDOREDIIHMNI NTP (CEET 2:&E% T 5 Z & T, Cluster #

RREfT I AT T LY £,

BEUI A LD Wizards X =Za—5»w JoinaCluster ZBIRL X9,

“Join a Cluster” M7 7 # )L MMEETIZ Cluster ik & 1T LIRFAI~ > v DEREHIMEFHAI- L > TEE

| Z&NET, Service ZOBEIE Cluster ZBRHICEIEL T 72& L,

| 2 Cluster Joining wizard, step 1 of 5 - Google Chrome - | b

Cluster Joining wizard, step 1 of 5

This wizard joins your current traffic manager to an existing cluster so that it can share the cluster's
configuration and traffic

Would you like to select an existing cluster from a list of available clusters on your network, or enter the
Administration Server address and port of a specfic traffic manager to join?
* Select existing cluster
Manually specify host/port

| Cancei | | <« Back || Nextw |

1. Getting Started T Select existing cluster %R L "J‘f'}? vERIYy I LET,
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Cluster Joining wizard, step 2 of 5

2. Cluster selection

Please select the cluster you wish to join:

Cluster 1: stm-sw01.tech1-2.local:9090 stm-sw02.tech1-2.local:0090
[®] Cluster 2: stm-sw08.techi-2.local:2090
Cluster 3: stm-va04.stm.com:9020

| Cancel | | 4 Back |

2. Cluster selection

Cluster Z MRS BIRFEBRL, Nextfriz > %51 v 7 LET,

S Cluster Joining wizard, step 3 of 5 - Google Chrome - | X

Cluster Joining wizard, step 3 of 5

3. Authentication

The admin server you are clustering with is using an SSL certificate with the following SHA-1
fingerprint:

88:8B:3A: A6: 20:F7:89:4D:30:C8
stm-sw08.tech1-2.local:9090 E9: A3+ 9F:FB:-85:77:40-FR:73:1R
P Unfold to view full certificate details ...

Please check the box beside the fingerprint above to indicate that you have verified it or that you trust
the network between it and this system.

If you do not already have this fingerprint on record you can get it by logging into the target admin
server and visiting the System > Security page. (Refer to the product documentation for further
information on cluster security.)

Enter the username and password of a user in the target cluster with permission to add and remove
traffic managers.

Username: admin

3. Authentication

ZNW261SD-TCNO006

BY#ZF Traffic Manager @ Fingerprint (CF = v 7 & AN, BFD admin /XX 77— R%EFRELET,

s Net|[Ra 220 v 2 LET,
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Cluster Joining wizard, step 4 of 5

4. Additional Settings
I the cluster has Traffic IP groups, should the new machine join them?
® Yes, and allow it to host Traffic IPs immediately
Yes, but make it a passive machine
No, do not add it to any Traffic IP groups

4. Additional Settings
B AR ERLET,
Yes, and allow it to host Traffic IPs immediately

¥ Active & LTESRLET,

ree-

ZNW261SD-TCNO006

Z DEREEER LI35EIC, Passive (Standby) loay 74 /A LEEEINET,

Yes, but make it a passive machine
¥ Passive (Standby)& LTiERL £7

No, do not add it to any Traffic IP groups

¥ BEUIAOFEEIETEEIHTIP IC3FT 5 Active-Standby DRERKICIEAR Y £ A

iR, Next|[ x> a1y s LET,

& Cluster Joining wizard, step 5 of 5 Google Chrome — | X

Cluster Joining wizard, step 5 of 5

*You have chosen to join the cluster containing stm-sw08.tech1-2.lecal:9090.

To complete the cluster joining process this traffic manager's configuration will be replaced with the
cluster's configuration. When this happens the software will be restarted and you may be logged out.

Click the Finish button below to join the cluster.

| cancel | | « Back |

5. Summary T, [Finish &> %20 v 7 LET,
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B Ul kIC Cluster BRI N vIM OBRERS DT A4 AV HRRINET,
Cluster #8R Tl. BRERDEGEEL L, Y—EXICBT2%TEIET7 7T 14 7. AKX /3A (Passive) fil

DEHL O HRE L THEFRIRRENET,

Traffic

stm-swi1 stm-sw02
Wanzgers 192.168.0.29 @ 192.168.0.30
Services —
o) www @[!] &> www
A HTTP (80) Reini =] Default Poo!
%] & pvwa ()= |, & DVWA
AW HTTP (443) Wi “of| Default Poo!

e T, Traffic IP Networks #5%E L £
AVR—=712—AD IP 7RLRERBULFRY bT7T—017 4> T TIP 2783 31551 Traffic IP
network DEEIIFAETY,
AVE—T72—RAD IP PRLREERZZY bT—71vT XV T TIP 2#FBY %3551% Traffic IP
network DFXEZITWET,
RIE L Services > Traffic IP Groups > Traffic IP networks >Network Settings #271) v 7 L9,

Add network: TIP D%y b7—2F7 KL X

Default Interface: TIP #:&E€3 51 VX —7x—X

ZERELES,

E. Apply Changes @ |Update| R &> %2 ) v LT,
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Traffic IP Network Settings

Configure network subnets and interfaces on which Traffic IPs can be raised.

Networks stm-sw02.techi-2... Remove

192.168.0.0/24 ethd v

Add Network:
Default Interface: [None v |

Traffic IP Networks D& E L, TIP 28T/ A Vb, AV Z—T7 2 —REITEHTELTLFEELY,
RART Ay 7I— b EE OSBIDIL—T 14 VTR EEITHIHE. VIM Y—ERZZIELT-5 ZTERL T

T2,

%I Traffic IP Groups % EL £9

Services > Traffic IP Groups X = 2 —® Create a new Traffic IP Group TUUT%A&XEL £,

Name ERTERTR

Traffic Managers Passive add | Passive(R & v /3( < V) %187E

IP Addresses II7AT Y b DT IR %EMFT BEEPEHNENN—F v L P

7 KL R(TIP) #3EE

IP Mode Raise each address on a single machine (Single-Hosted mode)
KA AzEATHE, 20 | ZFER
FEBIERRINGLRY X

ER

Create Traffic IP Group [hZ > %2 U v o L9, Traffic IP Groups D—&EITEMEINET,

Traffic IP Groups X EEH
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Name:
Traffic Managers: Traffic Manager Passive Add
@ stm-swi1.tech1-2 local #
192.168.0.29
@ stm-sw02.tech1-2.local | #
192.168.0.30
IP Addresses:
IP Mode: #® Raise each address on a single machine {Single-Hosted mode)

Use route health injection to route traffic to the active machine - 1IPv4 only

| Create Trafic IP Group |

Traffic IP Groups TRE L7z IPAddress A\, 754 7> bHhBDT 7R &S 2EERDER/NN—F v

IWIP 7 RLR(TP) A X,

TLRIBRRD vVIM D EHLMIBIER FEE L-WEEIE. 3RE L7-2 7T Traffic IP Groups (2T, £
Traffic IP Groups SREBEED A R > /N4 12 L 7=\ Traffic Manager(vTM)® [Passive] (CF v 7 %At
TLEE,

Passive ICF v 7 DA2T=VIM MR Z /(1L ) £5,

7 a—NUEL 754 R— MAICZNZE N Traffic IP Groups Z#E3 2184 1. Passive [ZERET 2 vIM
HREICICEZ LI ISEEKEL TSN,

 CBEOVTM S Passive (F £ v 2 A TR, EBBOVIMAT S5 47, REVA |
| (Passive)|7a 3 HABBIGRES NET, '
TOT 47 ORERAEIE. TR (W7 7T 4 70MERAKR] 2 TS5,

W7 IT47 =707 1 7HOHK

Cluster X TIET I T4 7—AR U NARERERY £9, TIT 47 =T 0T 14 7 DRERKICIZLLT OFIR
hHY £,

- Cluster ##k32 vIM 1 4 5L
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-HTTPS (SSL#7H— K £7=IZHTTPS 0&R[HE) DH

RNy TR/ —RED

REE

INOHREER DT80, BRENTIIEEYR— FMreh>THET,

W77 T4 7 DHERAE

Cluster 8 TIIULTDOHETT 7T 4 7HIDVIM 2HERT D2 LA TEET,

BB Ul TORER

Services > Traffic IP Groups @ Traffic IP Groups €7 3> ®
AR(EmEA L) ICFRRIN TS [Unfold All/Fold All] @ [Unfold All] Z2 Y
v7 LEY,

& Traffic IP Groups €7 a>»DEVIM & OFIZ, BEZDOVIM (TTRX b
SINTWBIP 7 FLR(TIP)AFRRESNET,

FRRARENTWABTIP ZEFOVIM A7 774 7RO VIM &40 £9,

0S TOHE.

“ip addr show” a<> K CHEERTCZ T,

ZDavy FiERT, [secondary] AFERENTWLS TIP A%

“ipaddrshow” O~ > FZFETLA vIM (TTRR bEINTWBZEZRLET,

FRRPEINTWBTIP 25O VIM A7 7 74 7RIDOVIM &4 £,
[secondary] AFTRENTULAEWTIP (2DWTIE BID VIM A7%FRZX R LTH

V. ZBODTIT4 7R >TWET,

T2 (<. 7254 7RIVIM OREERAE(OS TOHER) > | 88

zli WIMa<w>RKS4>
T— F) TORERR

zcli E— KD "show trafficip” a~> K CHSRTE LT,
Znavy F#ERT, [IPsRaised] ([CRRENTWS TIP A%
i E—FEFETLEZ VIM (TTER FEINTWBZ EERLET,

FRRARENTWBIP P RLREZEHOVIM A7 2 T4 7RIOVIM &4 £9,
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¥zeli O~ FE—F2ERT3I21E, [/ust/local/zeus/zxtm/bin/zcli] 3~
FEADLTLEEE W, zcli E—FiZi3& 707 Fhladmin@127.0.0.1 >]

e EY,

<. 7254 FEIVIM OHEEES K0S TORER) >
LUToEmT., TIP(192.168.0.151/24)IZ [secondary] MEZHAHBGH)DT, D TIP (2L Tl

“ipaddrshow” <> FEADLEVIM AT I 714 712k Y £,

B 192168031 - root@stm-sw07:~ VT

IrflF)  RE(E) E(S) IVFO-IO) TUFTW) AJLT(H)

ate UP glen 1000

e P glen 1000

5) 4 H—RIZKDERNEH—ERXDHKTE
Service TERL & [FBRIDEY —ERDIEREERL £,

BEAY—ERICE. VAV —FTRET 2HEEFHTRET 2HEED DY £7,

74 Y — FTOFREAEIL. BEUIALD Wizards (7 4 #—F) #H5 Manage anew Service Z3#R L

95
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Cluster: OK ob/s |
(Weats <] —
Wizards
Load-balance Pulse Connect Secure _
eri  Optimal Gateway Selection manager in the group.

Optimize a web application

Disable a node

. Drain a node nfold All / Fold All

- Reactivate a node

Remove a node
Edit

SSL Decrypt a service
Join a cluster
Enable/Disable a rule _
Backup my configuration

Restore from a backup

@ Manage a new Service, step 1 of 4 — Mozilla Firefox - [m} X
O G https ‘apps/zxtm/wizard.fcgi?_is_popup=1&section=Wizard:NewService ¥¥ =

| Manage a new Service, step 1 of 4

|
1. Manage a new Service

This wizard will guide you through the process of managing a new service.

1t will require information such as the type of service to be managed and the back-end nodes that the
service will be balanced to.

| Cancel | = < Back

1. Manage a new Service T 75:7 Dy L£9d,

@ Manage a new Service, step 2 of 4 — Morilla Firefox - O X

Q LQA https azps/zxtm/wwzardf(g\?se(t\onfvwzard“/{:J[\NewServw(e&cacheﬂGﬂ’

1 Manage a new Service, step 2 of 4

Please enter a brief name to identify the service you would like to balance.

Test_VS_POOL|

Please select the protocol that the service uses.

Please specify the port that the protocol listens on.
80

Cancel | | « Back

ZNW261SD-TCNO006
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2. Specify the service

@D Name (&ED. @Protocol (7R FaL). GPort (K—FES) #AHLET,

SRE &M= Name (& Virtual Server, Pool DIL@DAF 7V 7 bR £7,

ETH Next[Fa> 22Uy s LET,

ZZTAHL=ZE1EEIE Ul £ Services TFRRT HLFMIAY £95,

Name (22 /N MR, $#EMEFERT 2 &I FHEELTEY FHA,

INLDZHRIIEEROREICK R E /T eh'HY £7,

ZNW261SD-TCNO006

HAZETEHEZONM Y PT L EBIN-WLIESIS Virtual Server, Pools DEEEED Notes DIEBICEEEH L T

{720y,
-
@ Manage a new Service, step 3 of 4 — Moilla Firefox - o X
@) 2N https. apps/zxtm/wizard.fcgi?section=Wizard%3ANewService&cache=16 x| =

| Manage a new Service, step 3 of 4

] 3- Specify the back-end nodes

Please enter the hostname and port of each node:

Hostname: [172.22.1.212] Port: ‘BU IVAdd Node \I
Nodes:
172.22.1.211:80 &

v

To remove a node from the list, select it and press 'Remove node': | Remove Node |

| cancel | | < Back

3. Specify the back-end nodes

Ny 7Ty R/ —R(SEndRY—/N)D @O Hostname GRA FZE7ILIP 7 KL X), @ Port GR—+&

£) £AAL. |Add Node| &> 27Uy s LET,

Nodes DEEICAN LT/ — FASBIENET, 2TD/ — FERER. Ravas Uy s LET,
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@ Manage a new Service, step 4 of 4 — Morilla Firefox - O X

O LDA https apps/zxtm/wizard '::J\'«‘se\'tou*\v\/\zard'?(3/\I‘J@\/.Servme&na:h@*1(:ﬁf}

Manage a new Service, step 4 of 4
1

|

You have chosen to create a virtual server with the following settings:
Description: Test_VS_POOL

Protocol: http, port 80
This virtual server will balance traffic onto the following nodes:
Nodes: 172.22.1.211:80,

172.22.1.212:80

To create this service, press 'Finish'. To change your settings, press 'Back’.

Cancel | | < Back f Finish |

4.Summary

SENAEHRL T, BHEs R Favasy v LET,

Jﬂ Home| D services [I] Catalogs | £ Diagnose |2 Activity & System (0 web Application Firewall

Last successful login by admin: 2022-09-05 00:32:03 +0900 from 130.62.24.23 (UI) on localhost.
Failed login attempts since then: none.

Traffic
[0 localhost
Managers oo

-Services
- Test_VS_POOL E] [E] ; Test_VS_POOL
=)

HTTP (80) Running Default Pool

Home & 7@ Services DIERIEMENET,

ZZE TCORE CREDROEREFZHERT 2 I LN TEXT,
7547 b Traffic Manager DA v % —7 = —XIZERE L7 IP 7 K L X Traffic IP Groups (Z5%

ELEZIPT7RLRIZTIERALT/—FICh 774 v 0nEDZ & ZRERLET,

(2]
Virtual Server DERETIEEIL IP 7 FLRICEILR— hESZEY Y TR ETT—IRY £7,

VIM N OS £ FTP *° postfix 7 &, D —/N—#ge%#:87E L TL\ 535514, Virtual Server TREI—D
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Senice (K— F&ES) NRETEEH A

=77 7BRETCIEYR— 37 A b aPEEINTVET, YR— Mo FadiEfiEI L

BEIFERNICTHERSIZE 0,

SSH X° Proxy $—/3X—7#: £ D Virtual Server ZEXE 9 535 1% Protocol (Z Generic Server First  X°
Generic Client First #38RL 7,

FHLCBI-Y Yo 2 TPEHYR— YA + O [HAfER] 2SR L T2,

6) FEINZKDEFROET—ERADEKE
74— REFERETICFBTERRT B12IL. Pools, Virtual Servers DIBEE TR L £9

WPools DERK

Serveices >Pools>Create a new Pool X =2 —CRFEL X9,

Pool Name Pool # 7z 7 bD&RIZHREL X,
Nodes Ny gT Vv R/ —REIEELET,

IP7RFLRR—bES Fld FAMEF—-MES THEELET,

EHD /) — FEIEET 2HAIEN Y TRYY £,

Monitor TR I OEZREZZRELET,

AS# Create Pool dR&>z=oUv o LET,

W Virtual Server DYERL

Services > Virtual Server >Create a new Virtual Server X =2 —T{EkL £9°,
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Virtual Server Name Virtual Server #7227 FDOEZFIZZRELET,

Protocol BETARILETLETIUHSIEELET,
Z7SBECIEY T R— A baaLsiEESNTE Y £,

YHE— FEASRAOT F Oz DWTIEZHIBRIIC SRR <72 E Ly,

Port R—bESHEEL T,

Default Traffic Pool Virtual Server |[ZHHEE 9 % Pool #3&IRL 9,

AHt  [Create Virtual Servert OFRZ>v%#27Yv o L%,

BRICfBod Virtual Server TRILR— FESHFIAINTVWEIHRIITI—eBY fFRTEIENTEE

A,

7) Listen MERE

7 4 H— K £7213FET Virtual Server ZF&7E L 7-3&1C. Virtual Server @ Listen OFREILT 7 4L b
@ AllIP Address &7 4 £9,

All IP Address DERTETIE VTM THIFFRIEEZRETD IP 77 KL X T Virtual Server IC7 72 XT3 &H
TEEY,

Listen DEREEZE S 3 (ZIE Services > Virtual Servers > Virtual Server %% 2 Y v 2 L. Basic Settings
DEBEEELXT,

WFoWFnhZBRL £,

All IP Address Traffic Manger (CERESNTWALTDIP 7 FLRATTF 7RIS
EMTEEXT,

Traffic IP Groups Traffic IP Groups |Z3RESN/ZIP 7 KL R (TIP) TOATI7HRT 3
ZENTEET,
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Domain names and IP Address * | HEDA VR —T7 1 —RITEBRESNTWAEHD IP 7RLXHH 1D

ZHRELTCT 7RI 25EICERLEY,

¥ Basic Settings

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP addresses the virtual serv

Name: web

Enabled: ® Yeg No
Internal Protocol: | HTTP v
Port: 80

Default Traffic Pool: web v
Listening on: All IP addresses

®' Traffic IP Groups ...

Traffic IP Group Select
EXT-VIP151 £
INT-VIP151

Domain names and IP addresses ...

Notes:
:

| Update @ View traffic on World Map

Virtual Server ~O7 72 X2 IP 7 L X +7R— hFEBESDEZHNT-ICHEY £,
b Virtual Server THIFEL TW3 IP 77 FL X +7R— hES L35 L7355, Virtual Server OEREIFT S

—&BYFET,

BIZ AL,

Traffic IP Groups-A  |Z Traffic IP Address : 192.168.0.201

Traffic IP Groups-B  (Z Traffic IP Address : 192.168.0.202
HEEE SN TWBIHAE.192.168.0.201 A® Virtual Server TAIlIP Address %z 3R L T 5 & 192.168.0.202
FA® Virtual Server Z{ER 95 & T — &AW £7,
Z DiEld 192.168.0.201 A® Virtual Server MERTE T Listen on % Traffic IP Groups ICZ&E L Traffic IP
Groups-A 38R L. 192.168.0.202 A Virtual Server M&E Tl Listen on |2 Traffic IP Groups-B %$&7E

LET,
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8 TAILEFFL—TFUR

74 b bL—F X (Fault Tolerance) DX =2 —TlE7 A NA—N— 8T REEHZHEL X,

VIM (31 8B THT— bV oAl Ny Ty B/ — MUAD Ping XEICL 5 BHOILEERZ1T->
TWET,

Cluster Z#E L TLB VIMEICBWT, HBEICF v 7 (N —bE— M ZETVLET,

F7-2 BUUED VIM T Cluster 2Rk L7355, 7 = A ILA—1"—DbDEIFER. BEITT 24 )LA—N

—RERNT VT A TRV VICRT 7 2 AWy IHREINTVET,

74k R L—F 2 ZADEKEIF System > Fault Tolerance >General DX — 2 —TiREL £

Fault Tolerance
These settings configure how traffic managers provide fault tolerance when hosting Traffic IP groups.

¥ General
These settings control how traffic managers check and announce their connectivity, and detect network failures.

Whether or not traffic IPs automatically move back to machines that have recovered from a failure and have dropped their traffic IPs.
flippertautofailback: @ Yes O No Default: Yes

Configure the delay of automatic failback after a previous failover event. This setting has no effect if autofailback is disabled.
flipperlautofailback_delay: |10 | seconds Default: 10

flipper!autofailback Tz ANA =NV RLZFELET,

flipper!autofailback_delay BEYRELOBEEZZRELXT, 0(ER)EZRET S L VIMIEREK. 3 <IC

TVRLAMTHONE T,

flipperlautofailback ME&EH No D & EF(FFENC L BV R LHATEETT,

FEHRMEICLBUMVRLLAESND £ T, BEUI LICIFESEX v E—IPWFRRINET,

Traffic

stm-sw01 stm-sw02
mansgers | (&3]30 e =

192,168.0.30

Y stm-sw01.techi-2.local has recovered from a failure and can take back its Traf‘.f;lc IPs
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g

Xy —DF

<" X ;5> has recovered from a failure and can take back its Traffic IPs
EWS XyE—I1CB Y £,

DE45(S Diaghose > Cluster Diaghosis D X Z 2 —|ZHFRREINE T,

(Lo Cluster Error #2 V) v 29 % & Cluster Diagnosis DX =2 —(C¥ v 7L EY,)
EEA D Reactivate this traffic manager

7)) v 79 BE Active T TAIDT L VIV RS Z AT
X7,

¥ % Configuration: Traffic Managers

1 of your traffic managers is not operating correctly.

=l

Traffic manager is running.

Received remote configuration about 4 minutes ago.
Replicated local cenfiguration about 10 minutes ago.
stm-sw01.tech1-2.local
(192.168.0.20)

stm-sw@1.tech1-2.local has recovered from a failure and can take back its Traffic IPs
version: 9.7

When activated, this traffic manager will raise the following Single-Hosted Traffic IP:
192.168.0.131

Reactivate this traffic managerl
Installed at fusr/local/zeus.

stm-sw02.tech1-2.local Traffic manager is running.
(192.168.0.30)
Version: 9.7

Received remote configuration about 10 minutes ago.
Replicated local cenfiguration about 4 minutes ago.
Installed at /usr/local/zeus.

The frequency, in milliseconds, that each traffic manager machine should check and announce its connectivity.
flipper!monitor_interval: |500 | milliseconds Default: 500

How long, in seconds, each traffic manager should wait for a response from its connectivity tests or from other traffic manager machines before registering a failure.
flipper!monitor_timeout: |5 seconds Default: 5

flipperichild_timeout:

How long the traffic manager should wait for status updates from any of the traffic manager's child processes before assuming one of them is no longer servicing traffic.
5 | seconds Default: 5

The method traffic managers should use to exchange cluster heartbeat messages.

® Unicast UDP communication ...

Communication Port: 9090 ‘
flipper'heartbeat_method: = . L

() Multicast communication

239.100.1.1:9090

Whether or not cluster heartbeat messages should only be sent and received over the management network.
flippertuse_bindip:

O Yes ® No Default: No

The IP addresses used to check front-end connectivity. The text 3gateway% will be replaced with the default gateway on each system. Set this to an empty string if the
traffic manager is on an Intranet with no external connectivity.
flipper!frontend_check_addrs: ;‘%gateway% | Default: $gateway%
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flipper!monitor_interval - flipper!frontend_check_addrs (7 B> k> F)~® Ping
Ny TV K/ —F~D Ping
VIM /\— b E— FDIE(E

DAy (@R ZRELFY, B3 I UH'T

flipper!monitor_timeout VIM D7 2 A IVERHT B XA LT 7 MNEFREZERELET,
==t vl e e G
DERERFREINLC Cluster 21T 2D vTM HS@EIANE SN T T A UNS

B VIM 7z A VA —nR—L %7,

flipper!frontend_check_addrs | 7E> b F/ =Ry 7TV K/ — FLUMN~DILEER I #ZEL F
ED

TF7HI b DEEIE %gateway%(F 7 AL — bk A) &Y TN
EHOIERT FLRZBNE Z & Z2m<HRLET,

RE L7-2TDIREIINT 2ERRIERG LD E, 7oA IF—/N—
HREELET, —DTHIEERRERNIE, 7oA LF—N"—FRELEHE
Foo

BEHDTBEZIRTES 23Haldh < X)) TEML £,

RER : %gateway%,10.1.1.1,10.1.1.2

flipper!child_timeout DEXEIE X —H—H OIERDH > 1-BRICEEL X T,

BRISGEEEEEL £ A,

pall]

flipper'monitor_interval DFEET Ping NMEEINB /NNy 7TV K/ —FRlid £7TD Pools IZEREINT
WBNYyIITY R/ —FhbVIMAZ VR LISROET,

Ping IXE%D/Ny 7Ty K/ = DR 7 LTWBIHRIL /Ny 7Ty K/ — RSXERETIVER
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9,

ETCONYIIV R/ —FHRE I L, &4 LT MEEIIEET 2 & vIM 17 A IUEHIES N, 74
A —R—ENFET,

Health Monitor TIZZRLY VTM HH/8y 7 T2 K/ — FADILEERD Ping IS e TEE

A,

VIM D/ — b E— MIEEITONET, 774/ FEETIE VIM LS L W28 v 4—T 2 —
REFEL, N—bE— MBEEITVET,

N—=—bFrE=FZEITSA Vv R—T7 2 —X%EHFIR L7-ULGA, System >Security >Cluster Communication 4
= a—® controlallow TFREL X9, (T7+/LF tall)

AV R—=7 2 —R%EHRT BHE. T4 RBLAKKED IP 7 FLZARESN WSS R -7z —

R TN— hE— MBEMNTERWLE Traffic Manager BEEATT—EAY, 7oA WHEINET,

W7 AILF—N—5F
7 ANF—N—IE UTOBEICRELET,
@ flipper!frontend_check_addrs IZ3XE S NF=2TDIEFHAD Ping [GEDF LR WES
@ Pool IZBHESNI-2TDONy 7TV K/ —KAD Ping &N EOSNEVES
® Cluster #1835 vVIM TUTOERIRE L1156
—X4ED vTM Hv5 [ have failed| %35 L 7R
—¥ED vTM Hr i, flipper!monitor_timeout UURIZAID X v £ —T {5 L ah o785
(IN—tE=FTF-)
—WAED VIM o, F7 A+ X (BRDERIEZ O+ X) A flipper!child_timeout LARICL XK X

TRET, N T 74y VEBAINE L o T L DBAD D > T KF
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9) /NRT—REE, 2—HEM

Madmin /X277 — FOZEE

A VR b —IVBEIZERE L7z admin /8277 — FDZEE|L, System >Users>Local Users X =1 —T admin %%
Uy LEY,

password DIEE TH LLVSXT—FABDL £,

The Pulse Secure vTM Admin Server password, privileges, and UI preferences of this user can be updated on this page.

Password

New password: | ‘

Confirm new passwurd:! |

WAR7—FEF¥2YUT1DEE
BRETB/RIRT—RBEDOEF 2V 7458t 2TV =WEEIL, System>Users > Local Users > Password
Policy Settings > Password Security Settings T:ZE L £9
password_secutity T Default restrictions Z8R L7356, UTORRGRLEINE T,
-8 XFLE
2 XFUEDEFDNEEFNTVDI L
1 OBEDRXFENEENTWD I L
‘1O EDBFABENTWS I L,
1 DL EDFHFLANDFHRIFAEENTNDS L
B L7 XFERYIBRLERAT S LIETEEEA
password_reuse_after OFFE CIBEITEKTE L1=/XA 7 — FOBFBICOWTHEET 5 Z LN TEET,
0 (£R) ZBRLII5EIC. I—HILBEIKE LT/ IR 7 — F2HIRAE<BHATEEXY,
password changes per day Zi&EY 5 Z & T, 24 FEAUANIC/ SR 7 — FEEAJREREEZIEE S 5 Z &M T
TEY,

0 (¥R) DEREIFZDHEREDENEERL 75
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H e

System >Users >Local Users X =1 —® Create new user DIEETH L WLWI—VABINT B EHTEET,

Create new user

Username: | |

Password: | ‘
Confirm password: | ‘
Group: | admin v

| Create User |

Mroot /¥X 77— K

OS fAld root /XX 7 — R VIM EAOEET B L IFTEE A,

BTM toa—H7hHD > Mo T

VIM TERES Nz admin TAY Y baEDa—YTHT7 2 MEOSRIDFREL ) 7 LEHA,

10) SNMP %7
snmp DERE|L System>SNMP X — 2 —CREL £75
Z DEEIL SNMP Trap DFRE & I3RAY £,
SNMP Settings T snmplenabled % Yes |ZERET 5 Z & THEED D VIM @ OID % GET §5Z & AT
XY,
VIM D7 ZA_R—kMIB 77 AILESNMP DX = 2—RIZHS [Get SNMP MIB (SMIv2, for SNMPv2c

and SNMPV3 clients) | H"OEMET B EATEET,
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SNMP command responder se gs for traffic manager 'localhost’ Unfold All / Fold

The SNMP command responder service can be used to remotely monitor activity on this traffic manager.

[# | et SNMP MIB (SMIv2, for SNMPv2c and SNMPv3 clients) |

Get SNMP MIB (SMIv1, for SNMPv1 clients)
¥V SNMP Settings
Specify common settings for the SNMP command responder on this traffic manager.
Whether or not the SNMP command responder service should be enabled on this traffic manager.

Oves ®no

The port the SNMP command responder service should listen on. The value default denotes port 161 if the software is running with root privileges, and 1161 otherwise.

somplport:  [defaut |

Restrict which IP addresses can access the SNMP command responder service. The value can be all, localhest, or a list of IP CIDR subnet masks. For example 10.1e0.0.0/16
would allow connections from any IP address beginning with 1e.10e.

snmptallow: |l ]

The IP address the SNMP service should bind its listen port to. The value * (asterisk) means SNMP will listen on all IP addresses.

snmplbindip:  |* |

¥ SNMPv1 and SNMPv2c Settings

Specify the community string for accepting and responding to SNMPv1 and SNMPv2c commands.

The community string required for SNMPv1 and SNMPv2c commands. (If empty, all SNMPv1 and SNMPv2c commands will be rejected).

snmplcommunity: ‘ public

Y SNMPv3 Settings

Specify the authentication and privacy settings for accepting and responding to SNMPv3 commands; this traffic manager's engine ID is 80001bea03e817fc2739b0.

The username required for SNMPv3 commands. (If empty, all SNMPv3 commands will be rejected).

snmplusername: | |

The security level for SNMPv3 communications.

snmplsecurity_level: | No Authentication, No Privacy v |

The hash algorithm for authenticated SNMPv3 communications.

snmpthash_alg: MD5 v

The authentication password. Required (minimum length 8 bytes) if snmp!security_level includes authentication.

snmplauth_password:

The privacy password. Required (minimum length 8 bytes) if samp!security_level includes privacy (message encryption).

snmplpriv_password:

Apply Changes

| Update |

vTM @ SNMP 25713 0S £ SNMP DOFEX° OID OEYE ATV EH A
vIM {81o> SNMP s2E#HEHIC L TULBIEE1E 0S £ SNMP DERE. Zabbix DT — > b TVIM
@ OID |FFUS CELWTZ EAB Y £5,

VIM @ OID IZ1E CPU X € Y DEZEUS T 2 b DHEENTLET,
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Bt i3 vTM Al SNMP o0 ZHIBZH#HEEE L TH Y. OS Bl SNMP DERE. Zabbix FNDT—2 x> b T
D VIM @ OID BB 2 H7R— bxdisldEE L TH Y £HA.
OS {8l SNMP DFZEXR® Zabbix FDT— = ¥ b %ZFRE INTAFE. BEEEARICK > TH=LE, HibR

We72We D A TOENFE CHERSULV 72K L BRIBZIFRE B TW /K 2 en'h Y £75

SNMP Trap DE&7EIE  System>Alerting X = 2 —® Manage Actions TERE L £9,

SNMP Trap (SNMP Trap action) % Edit LT, &ZEL £,

The Actions Catalog contains the set of actions you may associate with alerts.
» ° E-Mail (E-Mail action) Edit
> “I SNMP Trap (SNMP Trap action) I Edit
P ¢ Syslog (Syslog Logging action) Edit

Action: SNMP Trap

SNMP Trap action

Last Modified: 16 May 2017 19:41

¥ Basic Settings

Name: |SNMP Trap

¥ Additional Settings

The hostname or IPv4 address and optional port number that should receive traps.
traphost:

The SNMP version to use to send the Trap/Notify.
snmplversion: SNMPY1 ¥

The community string to use when sending a Trap over SNMPv1 or a Notify over SNMPvZc.

community:

The SNMP username to use to send the Notify over SNMPv3.

snmplusername:

The hash algorithm for SNMPv3 authentication.
snmpthash_alg: _I":ID:'-_ v

The authentication password for sending a Notify over SNMPv3. Blank to send unauthenticate

snmplauth_password:

The encryption password to encrypt a Notify message for SNMPv3. Requires that authenticatic
snmp!priv_password: [

Get SNMP MIB (SMIv2, for SNMPv2c and SNMPV3 clients)
Get SNMP MIB (SMIv1, for SNMPv1 clients)
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SNMP Trap %#X(59 5IEH (3 System > Alerting X =2 —® Event Type TREL £,

BER & M7= Event Type (Z Actions & LT SNMP Trap ZEI14 T3 Z & TSNMP Trap MEEESN X T,

T 74 F TERESNTULS Event Type TldAa <. #FRIC Event Type #{ERK L 7RIS, 7 = A L&A1 &
BIROBAIE Y TR\, 7 oA IUEHIOBH & BIROBMZERIEIRT 5 Z EAMEL 7515

ansl)Ed,

On this page you can specify one or more actions to be run when events are reported by the traffic manager.
By default, all events are logged to the main event log. The "Bypass event log" action is provided to allow you to override this for specific events.

Alert Mappings (modified, press "Update’ to save)

Event Type Actions
All Events =p Log to event log
| Select action... v
Audit Events @ => | select action... v
SSL Certificate Expiry @ - | select action... v \
~ Select action...
| Select event type... ) Bypass event log
Manage Event Types Sl
SNMP Trap I
Syslog
Apply Changes
| Update |
Event Type Actions
All Events g Log to event log
Select action v
Audit Events @ e d Bypass event log @
Select action.. v
SSL Certificate Expiry (%] = snmpTrap (x]
| Select action.. v |
Select event type... v
Manage Event Types Manage Actions
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System: Traffic Managers Fault Tolerance 3 Networking
‘ Alerting > Event Types ‘ SNMP | Security Users Backups | Licenses
Global Settings
Event Event Types Unfold All / Fold Al
Types

An event type is a named group of events. An event type can trigger the alerting system to
perform an action when one of the events in the group occurs.

>

>

v

e N Y

v

R

All Custom TrafficScript Events (Built-in)
All Events (Built-in)

Audit Events (Built-in)

‘Connection Failures (Built-in)

Critical Problem Occurred (Built-in)
Critical Problem Resolved (Built-in)
Default Events (Buiit-in}

GLB Services (Built-in)

Infrastructure Problem (Buiit-in)
Infrastructure Problem Resolved (Built-in)
License Key Problem (Built-in)

License Key Recovered (Built-in)
Resource Starvation (Built-in)

Routing Software (Built-in)

SSL Certificate Expiry (Built-in)

Service Failed (Built-in)

Service Recovered (Built-in)

ZNW261SD-TCNO006
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7. Virtual Server DEEE DFHE
1) Request Logging ME&5E
Request Logging @ X = 21— Virtual Server ~D7 7t X% vIM ORERICAF 7T BT ENTEE
ER
777 FERIBECIRER LAY P W, B CIIARREE CFRALBEVLYERLTEY £7,
H L ZHAINBZGEEILY VYV —IATNEDOFRE, Y—ERZ I VNI DBHDERE 1D Z &% THED S R,
ZRIFACIZEL,
Services > Virtual Server > Virtual Server & >Request Logging ® X = 12— Request Logging to File ®

loglenabled % Yes ICEREL £

¥ Request Logging to File

Log Requests to a File

Whether or not to log connections to the virtual server to a disk on the file system.

loglenabled: | ® Yes O No

The log file format. This specifies the line of text that will be written to the log file when a connection to the traffic manager is completed. Many parameters from the
connection can be recorded using macros.

log!format: | HTTP: NCSA Combined v | %h %I %u %t "%r" %s %b "Y%{Referer}i" "%{User-agent}i"

P Macros...

The name of the file in which to store the request logs. The filename can contain macros which will be expanded by the traffic manager to generate the full filename.
log!filename: |%zeushome%/zxtm/log/%v.log |
P Macros...

ZDERTEIZ & V) Traffic Manager RIC(Z Virtual Server D7 7 XA MMREESNETH. AT 77 1LD
A—7—k, 7—HA4 713 ThNEL A,

A7 7ANEIBERBETO—T— b, 7—hA TEREVTZAMRELRDHY £9,

AVHA—T—b, 7—HA7&EIZOS RIDIE LAY £,

| Xloglformat DRETHR K LYY AARE LISHAIC, BAOY 7 7 A VAR T 50—7— F %%

 ETBIEATEETH. T—HA TEEHEINE A,
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2) Y——R—SOHE

VIM TIEFERD Pools IZERESNTVWBTRTDNY 7T K/ — A7 2 4L L7355 Draining 3%
EICE>TRI DU BWIRERRICS L TV — ) —R—P2RRSE DT ENTEET,

Y — ) —R—TDERFE 1F Services > Virtual Servers > Virtual Server & > Protocol Settings > Error Handling

X=a—derror file DIBETHEL £,

¥  Error Handling

How the virtual server handles errors on connections it is processing.

Specify how the traffic manager should respond to the client when an internal or backend error is detected. In addition to sending custom or default error pages, the traffic
manager can be instructed to close the connection without returning a response.
Custom error pages can be uploaded via the Extra Files catalog page.

l error_file: 'Protoool Default v
[Close Connection]
Protocol Default (Headers Only)

Protocol Default
The limitson |._.. ...__ e

P> TCP Mem

—-. _arver may use for each connection or each HTTP/2 stream.

Protocol Default Traffic Manager RIZ32T 7 4L b D~R— (Service Unavailable) #FRnrE %

ER

77 ANE Catalogs >Extra Files T7 v 7O— RENmHWRETA ARV HERRITET,
Protocol Default WERY—/"—T5—, HTTP ERROR500 &Rt 7,

(Headers Only)

Close Connection - ZOR—VIIHRTTEEEA

+ ERR_EMPTY_RESPONSE

‘ERSNU Ly bEhE L

BEDTRLET,

Y= —R=VICLB Ay =V HTTP LA THRREIE B EATEET,
HRAZ<A ZAR—I D7 74 L% Catalogs >Extra Files >Miscellaneous Files XZa2—hH7 74 L%

Ty7a—KFLET,
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Miscellaneous Files

Miscellaneous files can be uploaded here, to be used by features such as configurable error pages.
TrafficScript rules can also read data files from here with the resource.get () function.
The xml.validate.xsd () function will look here for XSD files imported by schemas.

No files have been uploaded.

Upload File

Upload a file to the config directory.

File: | S8... J7LBERENTUEFEA,

| Upload | [] Make executable

HREARAZAR=JICIZIPGED 7 7 ANEERET DI ENTEEITHA, R T 7 A IILANICERT 7 1
L% Basebd 7 +—~y h TR LAITNEARY £HA,

f5]) <img src=data:image/jpeg;base64,** ¥ ki

V=) —R=—SOHTTP [HZEI— FIE500 FL AN 9, BERZREI—RELEZWGAIL V-1 —R
-7 7AILAIIGETI—F, HTTP/1.1 200 OK X HTTP/1.1 503 Service Unavailable %k L

95

UToima, V—Y—_R—JIIFRRINEHA,

- Virtual Server 2M=1E L TW 21545

VIM BEA 7 =ML, ZIELTWBHE

- Failure Pools A%:%E &1, Failure Pools TEXE X M7z Pool D/Xy I TV K/ — KADT 7t X H\A]EE

e
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3) X-Forwarded-For Ms%7E

X-Forwarded-For % ~w & —(Z#E AT %IZlL. Services >Virtual Server > Virtual Server % > Protocol

Settings >HTTP-Specific Settings IC7 72X L £,

add_x_forwarded for DE%E#% Yes [ZL£T,

Virtual Server: Test_VS_POOL (HTTP, port 80) Unf
Settings controlling how the virtual server communicates with the remote client.
¥ HTTP-Specific Settings

How the virtual server handles HTTP traffic.

Whether or not the virtual server should use keepalive connections with the remote clients.
keepalive: ® Yes O No

Whether or not the virtual server should add an "X-Cluster-Client-Ip" header to the request that contains the remote client's IP address.
add_cluster_ip: @ Yes O No

Whether or not the virtual server should append the remote client's IP address to the X-Forwarded-For header. If the header does not exist, it will be added.
add_x_forwarded_for:

@ Yes O No

4) HTTP/2 DF%E

Services > Virtual Server>Virtual Server % >Protocol Settings >HTTP/2-Specific Settings (277X
L9,

HTTP/2 ZRAE 7= <AWEEId. http2lenabled DFEE%Z No ICZEEL £,

TLS1.2 #&EshiC L7-3mE. HTTP/2 OFBIZ TE FH A, TLSL.2 ZEMIZ L1-35ED http2lenabled
ExNo IZEELXT,

=
axX

¥ HTTP/2-Specific Settings

Protocol settings for HTTP/2.

This setting allows the HTTP/2 protocol to be used by a HTTP virtual server. Unless use of HTTP/2 is negotiated by the client, the virtual server will fall back to HTTP 1.x
automatically.

http2ienabled: OYes @ No
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5) 7HOtAXLREDHE

verl7.2 L& Virtual Server N7 72 RED LRZRETE D LS ITHY LT
EXIE|E Services > Virtual Servers > Virtual Server % > Protocol Settings >TCP Connection Settings X =

72— max_concurrent_connections DIBETEHE L £,

0 (FO) LNDERRTET 5 Z & TERBD LRZRET D2 ENTEET,

¥ TCP Connection Settings

Settings controlling the behaviour of TCP connections made to this virtual server,

The maximum number of concurrent TCP connections that will be handled by this virtual server. If set to a non-zero value, the traffic manager will limit the number of
concurrent TCP connections that this virtual server will accept to the value specified. When the limit is reached, new connections to this virtual server will not be accepted.

If set to e the number of concurrent TCP connections will not be limited.

I max_concurrent_connections: lO

6) Connection Analytics ME&E
VIM @B % 2% 7 > 3 > DOIEHR|Z Connection Analytics HEETEHRE SRS B Z A TE T,
Services > Virtual Servers >Virtual Server £ >Connection Analytics X = 2 —C recent_conns!save_all

DE&E% Yes ICL T,

Recent Connections
Information about connections that the traffic manager has recently processed can be temporarily stored and viewed on the Activity > Connections page. These settings
control which connections should be added to the Recent Connections list.

Whether or not connections handled by this virtual server should be shown on the Activity > Connections page.

® VYes...

Whether or not all connections handled by this virtual server should be shown on the Connections page. Individual connections can be

recemYconnelenableds: selectively shown on the Connectionshpage using the recentconns. include() TrafficScript function.
@ves Ono

O No

VIM Z@E3 %247 3 »H kS 4. Activity>Connections X =1 —CHEERT B 2 EATEET,
lvantivTM 600 > ) —X(LLTF, vIM600 1) —R)D 7 A 4> X Tld Connections X =2 —I|Z|EaFRT
3 Y D—EBHFRINET,

lvanti vTM 1000 >V —X (LT, vTIM1000 Y —XUEDZ A > A TIEEL DRI > 3 > DOFER%

W HIENTEXT
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Connection Filters
No filters defined, displaying all connections.
Add Filter: Select field to filter. v

54 ” v
| Refresh Snapshot | Download | LIRS fake;:;vi:g:; ‘Zi‘Zsfl_gg;gc;z;?g;;g:;ai;g:Emmg Ay | Update filters | Clearfilters

[¥] Timea From To State VS Pool Bytes Out Request

31-0ct 00:00:21 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:21 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:21 192.168.0.51:50448 172.16.0.112;80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:21 192.168.0.51:50448 172.16.0.111:80 Complete v 1,661 bytes 192,168.0.30/
31-0ct 00:00:21 192,168.0.51:50448 172.16.0.112:80 Complete www wWww 1,661 bytes 192.168.0.30/
31-0ct 00:00:20 152.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:20 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:20 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:20 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct00:00:20 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:19 192.168.0.51:50448 172.16.0.112:80 Complete www Www 1,661 bytes 192.168.0.30/
31-0ct 00:00:16 192.168.0.51:50448 172.16.0.111:80 Complete www 1,661 bytes 192.168.0.30/
31-Oct 00:00:16 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:15 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:15 192,168.0.51;50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:15 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:15 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:15 192.168.0.51:50448 172.16.0.111:80 Complete www www 1,661 bytes 192.168.0.30/
31-0ct 00:00:14 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/
31-Oct 00:00:14 192.168.0.51:50448 172.16.0.111:80 Complete 1,661 bytes 192.168.0.30/
31-0ct 00:00:14 192.168.0.51:50448 172.16.0.112:80 Complete www www 1,661 bytes 192.168.0.30/

YT YT ETE YL T YTEYEYE Y YNy

This section shows a summary of a particular connection.

Time: 31-Oct 00:00:21 Traffic Manager: stm-sw02.techi-2.lecal Process ID: 23252
Protocol: HTTP State: Complete

From: 192.168.0.51:50448 Via: 192.168.0.30:80 To: 172.16.0.112:80

Virtual Server: www Rule: None Pool: www

SLM: None  Response Bandwidth Class: .global Request Bandwidth Class: None

Duration: 9ms Client Idle Time: 0 secs Server Idle Time: 0 secs Client Avg Round-T
Client Keep-alive Number: 21 Server Keep-alive: None

Bytes In: 471 bytes Bytes Out: 1,661 bytes

Response Code: 200 Request: 192.168.0.30/

Request Tracing
Reguest tracing is not available for this connection.
Web Accelerator Request Tracing
Web Accelerator Request trace is not available for this connection.
¥ Request Details
Request Details

GET / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Cache-Control: max-age=0

Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Host: 192.168.0.30

If-Modified-Since: wed, 13 Apr 2016 08:01:35 GMT

X-Cluster-Client-Ip: 192.168.0.51

Cookie: count=117

Connection: keep-alive

Upgrade-Insecure-Requests: 1

If-None-Match: "3fea7-56a-530592fc1b5c0"

Accept-Encoding: gzip, deflate

DNT: 1

RIFEEIND T — X $Z System>Global Settings >Logging X = 2 —® recent_conns_snapshot_size DIE
BTRELET, 774/ ME500 T,

recent_conns_retain_time MFRE(T 7 4L b 60 ¥) R FREEZZEL £,
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The maximum number of connections each traffic manager process should show when viewing a snapshot on the Connections page. This value includes both currently
active connections and saved connections. If set to e all active and saved connection will be displayed on the Connections page.

I recent_conns_snapshot_size: Iw 500 | Default: 500

How many recently closed connections each traffic manager process should save. These saved connections will be shown alongside currently active connections when
viewing the Connections page. You should set this value to e in a benchmarking or performance-critical environment.

recent_conns: 1:500 | Default: 500

The amount of time for which snapshots will be retained on the Connections page.

I recent_conns_retain_time: I 160 | seconds Default: 60

7) Rule MRk & &
Rule I3 bZ 74 v 73RV — IV AREST DA =2—TF,
HEE & L Tl RuleBuilder, TrafficScript A% 4 9,

RuleBuilder, TrafficScript TfERk L 7= Rule @ Virtual Server ~OWBAX A I > 73 38EH ) £7,

Request Rules U7 TX FHYPools ITXE SN BRI —ILZ B
Response Rules Wy TV R/ —=FpY TR MISELTE. L—iL

ZEA

Transaction Completion Rules FZoH oY a v ORTEICIL—ILEER

1 D@ Virtual Server |[ZERE & M7= Rule W¥"&#H 2356, EALIEEICTF = v 7 %2fTL\ L—ILZEAL
ES I8

BL. T Rule NERAEN/HEIE. LUFED Rule BRZITWEEA.

- Drop Connections

* HTTP redirect

- Change HTTP site

+ Choose Pool

Copyright © Zuken NetWave, Inc. All right Reserved

69



ZNW261SD-TCNO006

7-1 RuleBuilder
BRuleBuilder DE&E AL
RuleBuilder Tld, B Ul ZFER L T, BEICIL—ILZERET DI ENTEET,

*RuleBuilder £ vTM600 ) — XA H{FEFEATEE

REFEEIATERY 7,

Catalogs >Rules catalog X = 2 —® Create new rule T Name:|Z(EBDZRIZAILET,
Use RuleBuilder #3ER L. CreateRule Z7 Uy o7 L£Y,

XUT O LS BEBREAFRINDDIE, vTM1000 Y —XLBEE Y £9,

Create new rule

Name:
I @ Use RuIeBuiIderI

) Use TrafficScript Language

Create Fule |

Rule |% Condition (&) & Action (3217) THERINET,
Conditions, Actions & HICHEID X =2 —HBLIERAZRL £7,

BRL7IABICH LT, E2RELE TS
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| Conditions Actions l Conditions | Actions
Requests and Responses Requests and Responses

4 Remote IP Address 4 Log Error

4 Local IP Address 4 Log Warning

< Remote Port « Log Information

E HTTP only 4 Emit Event
< Cockie 4 Drop Connection
4 HTTP Header = HTTP only
4 HTTP Method 4 HTTP Redirect
4 Query String 4 Change HTTP site
4 URL Path 4 Disable Client Keepalive
P
4 HTTP Version « Choose Pool
4 HTTP Client Version [El HTTP only

| SIP only 4 Add Header

RTSP only < Set Header
Responses Only 4 Delete Header
| 4 Response Body
| E HTTP only
| 4 HTTP Response Body
I 4 HTTP Response Header
i 4 HTTP Response Code SIP only

| @ sIP only RTSP only

= HTTP only

< Permit Request Headers
4 Set Query String

4 Set URL Path

4 Rewrite URL Path

4 Add Response Header

4 Set Response Header

4 Delete Response Header
4 Set Response Cookie

4 Delete Response Cookie

4 Permit Response Headers

4 Make Response
uncacheable

4 Set Response cache time

SIP only

RTSP only

RESNT- Rule DIEEFIL. Rule ZMMDLEAIE RSy 73252 LTIt ERIEEAZEET S

ENTEXT,

Rule SREDY > 7 LIzl HR— YA MMTIBE L TWET,
[[Rule]] WS F—7—FTHRERTHZEHNTEET,

F1ARF2XV D HR2Rule FEY V] R—=JICH Y TL%EBEH LTWET,
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7-2 TrafficScript
TrafficScript Tld, X7 U7 bZERIRT 5 Z & T, FDIEA EDEMBIN—ILVERET DI ENTEE
ED

¥TrafficScript |& vTM1000 > U — XA SfEFERTEE

TrafficScript THIFERIBER/ $5 X —%& (IEE) (4 Traffic Script H4 F (#&tH5R— b4 FS88) (CEEH
SINTWET,

7272 L. HXEORRAEIT Y R— MIRA L L->TUWET,

S cl2, TrafficScript SREDY v PV E# Y — b YA MMIBH LTV,

[[TrafficScript] | £W5F—T7— R TIRET B LN TEET,
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Pools DEXE DFHEE
1) IP FSURRT LY MDERE

T ZART LV FDERTEIL Services >Pools >Pool & >1P Transparency X — 2 —CREL £75

Whether or not connections to the back-ends appear to originate from the source client IP address.
transparent: (®) Yes O No

b7 ART LY FEREIIEMED No (SR> TWET, b TV ART LY b % Yes [TEE L7254, Pool
ISRESNTWBNY IIV R/ —RDT 74N M= b7z A VIM DAY X—T7 2 —ZAD IP 7 R L
RAZEHELTLIZE LY,

Cluster #5852 Traffic IP Groups Z{Epk L. Traffic IP Groups |Z5%%E L 7= Traffic IP Address Z/Xv 7 T
YF/—FDTr—b7zAIEELET,

F7- Services>Traffic IP Groups > Basic Settings T keeptogether DE&XE% Yes [EREL £9

| FTP 13 b 52 2XTLY FCBIEL £ A,

7 4 ¥— KT FTP 8ot —E X% ER L7354, FTP @ Pool Tld Transparent #:%Ed 5 Z &L TE
L FHAD. FEITFTP 0 Pool ZERL L 785412 Transparent 5 ETE T L& 5720, TBHBETT,
2) Load Balancing Ms%%E

Load Balancing D& EIZT 7+ TS5y FOEVICERESINE T,

=

X7 I Services >Pools >Pools % >Load Balancing ®IER(Z#Y) £9,
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¥ Load Balancing

Load Balancing chooses the most appropriate node based on response times, least connections or other balancing rules.

The load balancing algorithm that this pool uses.
@ Round Robin
Assign requests in turn to each node.
Weighted Round Robin
Assign requests in turn to each node, in proportion to their weights.

O

() Perceptive
Predict the most appropriate node using a combination of historical and current data.

() Least Connections

Algorithm: Assign each request to the node with the fewest connections.

() Weighted Least Connections
Assign each request to a node based on the number of concurrent connections to the node and its weight.

() Fastest Response Time
Assign each request to the node with the fastest response time.

() Random Node
Choose a random node for each request.

Some algorithms require a weighting for each node in the pool.

172.22.1.211:80 1 |

172.22.1.212:80 |4 |

Weighted Round Robin %#R & 17-354&. Some algorithms require a weighting for each node in the pool.
DIEE TEMTIZRET DT ENTEXT,

BRI 1334 TERESIN/IFE. 172160111 A1 [EY 7 TR b&FZIF2 2 &IxfL T, 172.16.0.112 A
ARV TR b ZZTHEVDIFEEICEY £,

Session Persistence #:4E ST WLV 5354. Round Robin #3EINTH, Y7 TR M ENET B8y &

T K/ — K& Session Persistence ME&E., JUBICEDOZ@EREINE T,

Round Robin REINY IV R/ —=RICh 7749 0% BLET,
Weighted Round Robin BMHFIRE- TN I IV N/ —=RICh 74 v 0% ELET,
Perceptive WEDIRI Y a v BE L AR RAEEEEAEDE. b Z 714 v 7 DFR

BENmEFTALET,

Least Connections BNy a v BEEONY IV R/ —FRIZh 774y 0% ELE

ER

Weighted Least Connections REERTOy ¥ a Vv BEEMHITTEIVEL, — B NS WMEEZFEED

Ny JITV R/ —RICh7 749 0% ELET,
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Fastest Response Time BERDHY 7 TR FOIGEEEINRELVNYy J TV K/ —R&EERL

74y %ELET,

Random Node FTURLINyITV R/ —FEBRL NS 74 v 0% ELET,

MPriority List DE%E
AETIZT77—RAMRTYy 7H#BHE LTWBT8, Priority List DR EICRET BB S BT W72
R

Priority List D8{E, FREICDE F L TR R— h YA b [HAER] #SBL TSN,

3) Session Persistence ME&E

vTM @ Session Persistence #8E(% Cookie THEFTTRIN S EET 555 L VIM B S EET 575 ENH

VEY,

VIM BT 23545, 7/t RABCRIFEAEELET,

REREICE 22y > 3 VEBTIIZTVEBADTIERL2E0Y,

RIFAMIC & 51 v > 3 VEEAEITUL-ULEEAE TrafficScript & Cookie ZFULN-75k& A Univarsal
Session Persistence ZFIFEL £7

TrafficScript #ge%F|FT 57-6, vIM600 ) —XDZ 1 £ X TIEZHFEWEIT £ H A,

VIM600 > V) —XTlIfF L -WIRHINOEE L Z DT 7t A% L IRIFEZRET 2h7=-b e il
9,

WESINRIFEZBR2EWtEy Y aVERrDOIRICEEZINET,

Cookie _— X ® Session Persistence |4 Traffic Manager RICt v a3 VHESIERZ RS L £ H A
RFEI NIt v > 3 1EHRIE Traffic Manager DY XX — b+, BEELETEHESINE T,

Session Persistence DIRIFEIEF v v 1 XETHREL X T,
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E%7E |3 System > Global settings > Cache Settings DIERICAY £9,

Cache Settings DRE%#ZLET 5L Y XX — b ERDONET,

VvIM600 1) —XD 7 A £ X Tld, BRTE 2 Type HMD LB Y £TDOTITERLZS Y,

Univarsal Session Persistence (& vTM600 >V —XTIEZHIFET 2 Z & A TE XA, TrafficScript A%

FATZ%VvIM1000 >V —XUED T A R TOZHIFERY £75

B Cache Settings

These settings control the behaviour of the session persistence caches.

The maximum number of entries in the IP session persistence cache. This is used to provide session persistence based on the source IP address. Approximately 100 bytes
will be pre-allocated per entry.

ip_cache_size: ]32768 | Default: 32768

IP session persistence cache expiry time in seconds. A session will not be reused if the time since it was last used exceeds this value. 0 indicates no expiry timeout.

ip_cache_expiry: ‘0 Default: 0

The maximum number of entries in the global universal session persistence cache. This is used for storing session mappings for universal session persistence.
Approximately 100 bytes will be pre-allocated per entry.

universal_cache_size: 32768 Default: 32768

Universal session persistence cache expiry time in seconds. A session will not be reused if the time since it was last used exceeds this value. 0 indicates no expiry timeout.

universal_cache_expiry: |0 Default: 0

will be pre-allocated per entry.
ssl_cache_size: 132768 Default: 32768

The maximum number of entries in the J2EE session persistence cache. This is used for storing session mappings for J2EE session persistence. Approximately 100 bytes will
be pre-allocated per entry.

j2ee_cache_size: ]32768 Default: 32768

J2EE session persistence cache expiry time in seconds. A session will not be reused if the time since it was last used exceeds this value. 0 indicates no expiry timeout.

j2ee_cache_expiry: o Default: 0

The maximum number of entries in the ASP session persistence cache. This is used for storing session mappings for ASP session persistence. Approximately 100 bytes will
be pre-allocated per entry.

asp_cache_size: |32768 Default: 32768
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Cache Settings TEXERIBERTRAMEIZ A T Y YA RIKEFL £ T,
B “1"FL T, 234 FOXEYDHESINE T,
Cache Settings TRETZXZIEENEEZZTET HRIC. VIM DY RX— FERHOLNET,

Cluster AR SN TWBIHEIL. 2T D Traffic Manager 21 X% — b LAIFHUER Y FHA,
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IP-based persistence

BLUXETT FLADBREICEY—N—=ICU 7T X FLET,
subnet prefix length 238 E 95 Z & T vy a VU HEFEREZREFT S IP

TRLRZGRESEZZENTEET,

Universal session persistence

(vTM1000 LLE)

Traffic Script DIERE IR INE T —2%FE->TEy ¥ a v %ZHRILE

ER

Named Node session
persistence

(vTM1000 LLE)

Traffic Script DERETIRMEINE / —F Ty a v #HILET,

Transparent session affinity

oy F—EREFE->TEYy S a v EHILET,
VIM BIC X ERE RS L EEA,

Cookie & LTZ7 747 MAIIRZL £75

Monitor application cookies ...

T7Vr—avoydF—%ER Ly arva#HplLET,
vIM BlICIFEREFFL EE A,

Cookie & LTZ 747 MAIIEIZL £95

J2EE session persistence

Java @ JSESSIONID cookie & URL #fFERL Tty a > %#AILET,

ASP and ASPNET

session persistence

cookie. B L < 1Z URL IZIBHIAFENT WD asp DEFIFEFERL T Y

arEHALET,

X-Zeus-Backend cookies

X-Zeus-Backend 7 v ¥ —{&iR &/ —F& TRy a v ZEHBILE T,

SSL Session ID persistence

SSL /¥ 2 2 —TERAIBETT,
SSL B¥lZ IP-based Persistence & Transparent session affinity %2R T

TET,
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VIM DY) 22— b %EHEL £9 L BRICRIFINT LS Session Persistence OIERA Y U 7INE T,
VIM RIZIREENTWS Y ¥ 3 ESERETRICZ Y 7 @B 351213 Traffic Manager DfF1EA
FWET,

Session Persistence % &&E9 5 IC1&. Services>Pools >Pool % > Session Persistence O X = 2 —Ti&XIE
LEd

FARICERE T B35HA. Choose Session Persistence Class MIEHE T, Manage Session Persistence Classes

=7y LET,

Choose Session Persistence Class

There are no Session Persistence classes to choose from.

[EIManage Session Persistence Classesl

Create new Session Persistence class X =2 —7TName Zi%E L. |Create Clas§ "&X>%27 Uy o F

ER

Create new Session Persistence class

Name:

Type " HERET 5 Persistence #8RL £,
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The type of session persistence to use.

type: (@ IP-based persistence ...
Send all requests from the same source address or subnet to the same node.
If the subnet prefix length is 0, requests from the same IPv4 or IPv6 source address will be sent to the same node.
If the subnet prefix length is specified, requests from the same IPv4 or IPv6 subnet, based on that prefix length, will be sent to the same node.

IPv4 subnet prefix length: |0 |

IPv6 subnet prefix length: |0 |
) Universal session persistence

Use session persistence data supplied by a TrafficScript rule.
) Named Node session persistence
Use a node specified by a TrafficScript rule.
Transparent session affinity ...
Insert cookies into the response to track sessions.
) Monitor application cookies ...

Monitor a specified application cookie to identify sessions.
(O J2EE session persistence

Monitor Java's JSESSIONID cookie and URLs

) ASP and ASP.NET session persistence
Monitor ASP session cookies and ASP.NET session cookies and cookieless URLs.

(O X-Zeus-Backend cookies
Inspect an application cookie named 'X-Zeus-Backend' which names the destination node.

() SSL Session ID persistence
Use the SSL Session ID to identify sessions (SSL pass-through only).

Cache Settings DX35R & %% Session Persistence T3 Pool EIMERIDEREZITH Z L IFTE EFH A,

HBDOERE LY £,

MDraining & Session Persistence DENE

Ny TV R/ — FADOFHREGRZITHRWK 5 ISERET B 45EH Draining (27Y 97,

Draining M&7E % Services > Pools >Pool & Basic Settings T/ — K State #Z B3 2R EE AW £
ER

Session Persistence Zi%E L T 5154, BUIRIFSNIZIBREBL T 7 ATh o DT 7 £ X 33
frcld <. B s L Tk Ed,

Session Persistence TRIFI N7=#55cld Draining BifEOXIRAN & %) 9,
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¥ Basic Settings

The basic settings specify the nodes to which the pool is balancing traffic.

Name: VTestr_rvsr_FDOL

1
Node I State Delete

172.22.1.211:80 ladive  v| [
Nodes: 172.22.1.212:80 Active O
_ Draining

Add Node(s): _ Disabled
Failure Pool: | None v
Notes:

Y

Update |

4) Health Monitoring ME&E

Health monitoring (Z (& Passive Monitoring & Active Monitoring @ 2 DA% V) £9,

Health monitoring M:i&FE | Services >Pools >Pool % >Health Monitoring [ZIEEA® Y £9-,

Passive Monitoring (& Health Monitoring (ZE%E &1L TLv5 Monitor TOF v ZIIMATY VTR b %
Ny gLy R/ —=RISKET BNV RF oy 72 RTLET,

Passive Monitoring D7 7 # /L FE&EIZERN (Yes) TT,

Passive monitoring

Whether or not the software should check that 'real’ requests (i.e. not those from monitors) to this pool appear to be working. This should normally be enabled, so that when a
node is refusing connections, responding too slowly, or sending back invalid data, it can mark that node as failed, and stop sending requests to it.

If this is disabled, you should ensure that suitable health monitors are configured to check your servers instead, otherwise failed requests will not be detected and subsequently
retried.

Passive Monitoring 7% (Yes) D

Ny JIV R/ —=ReDaART T avHRELI AN

c T REBZALNTETIBENCIART a3 Ve LD

- max_reply_time DFRERREIANIC/NNY VTV K/ —RKHhBD L RR Y ADBIDT — X HZ{E S A0
EVSTARRATNY I TV K/ —FADF v 7R A LT b &72Y) vIM 14 Pools ICEXEINTL S

DNy ST R/ —EADF v 7 BTLIcDL/ — 7 o (VL £,
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Passive Monitoring 2% (No) DERED & =2 Active Monitoring TEHEL 9,
Active Monitoring ¢l& Health Monitoring TE&E & #17= Monitor ODNE C—ERTHEIBICANLVAF v 7 %
ETLET,

Monitors (CIZLL T OREEE L H Y £,

delay (sec) NIVRF v OEMEEREZFRELET,
timeout (sec) EREFORBIORA LT M ERELET,
failures  ([a]) T ANERNT BANLAF oy 7 DRKEEERELET,

N EZFEET 2 Z & T Monitors DEREICEL D/ — R 7 A IILORMD R A 2V IHEDHY £7,

Bz AL,

delay % [5] #. timeout % [10] #. failures % [3] EI&%E L7354,

TCP Connect @ Monitor Tlg /Ny 7 TY F/—F& L TRESNTWSR— FEEITH L TERAREL
TERWGHIC/ —F 7oA LZHHTLET,

TCP iR— M TERAHEAR WEE, T CISHRERMIMBoNE T D Ttimeout DRFEZFFOZ & IddH Y £H A

£ 2T, Monitors (Z&BF v Z7FAH O 10T/ —F7 oA L %EELET,

[TCP Connect] [Simple HTTP)
1EIEOF = v 7 /NG 1EIEDF v 7/ WEGFHEZA LTV b 10sec
| Delay bsec | Delay bsec
2EBDOF vy /HEHENG 2EBDF vy /& FEHRA LT 7~ 10sec
| Delay bsec | Delay bsec
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3EBOF v AERENG 3EBDF v 7/ IEFEEZALT 7+ 10sec
l l
/— K7z A5 / — K7 = A IL&RAN

max_reply_time DXERE L Y £ Monitors DX A L7 7 MEAVINE UNMEE. Health Monitor 28/ — F%
Tz ANEFETLTLES LD DY £7
max_reply_time MDEZIEIL Services >Pools >Pool % >Protocol Settings >TCP Pool Settings (CIEE A%
VET,
2 2T LOKERKIZ & > Tldmax_reply_time & Monitors @ Delay. Timeout ZXEDFREAMNE L 1Y) £F,
Health Monitorng ORGETIAR 6 Monior oIS LT< 8V, |
Monitor DFZE % FNIC L. Passive Monitoring DA ZBMICLET L/ — R 7 A UHBEFZLIEETH
BERREEZ R TES, RT—RAD Tz AILDFEFER->TLES ZeDHY £, I
WEHD Pool IC£7=A %3y 7Tk / — FIZXY % Health Monitor DEZEICDULNT
Monitor YRR — b FS L Pool ISFRESINI/Ny VTV K/ — FDOR— FESICHFL TERINE T,
Ny TR/ —=FI3EELTWRWR— FESIIHLTOF o v 713 ThnEH A,
BIZ UL, LUFD Pool 3% T7R— k2 TCP Connect monitor Z:%E L TW\ 5355

Pool_A : SV01 :80, SV02 : 80

Pool_B : SVO01 :25, SV02: 25
SV01 : 80 @ TCP Connect BT Z —& A2t Monitor AL 7 —%4&%0 L 7=B&IZ. Pool_B Tld SV01 : 25 (&
25 &F7R— I Z TCP Connect DIEHATE S & SV01 : 25 (37 A L %EERFI L £H A,
Z D7z, Pool AW 7 A&7 >TH, Pool BIE7 = A/L&Y) £ A,

VIM DEABERETIZSV01 : 80 D7 = A LRI L/-BRICSV01 : 25 %2 7 2 AL SHBB T LI TEFH
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Ao
Ny Ty R/ —=RIZRELTOWARWE—FESICHLTTF o v 72TV -WEEIL. TROF— FES
F v d 3 Monitor 7075 LEVERLIREL £

YER% L 7= Monitor 7’042°Z L% vIM (277 7’A— K L Pool @ Monitor & L TEREL £

B & <F|FE X+ 3 Monitor 3R3E

Connect Ny ITV R/ —F~DTCPEHiEFz v LET,
EHR—MINy TV R/ —RICRESN-R— FESICRY

ER

Simple HTTP (HTTPS) Ny IV R /) —FEDRFa XAy ML—bADREI—FEF
v LET,
2X%, 3xx. dxx DIEI—FAESLNSE Monitor (ZEEHE Y £

ER

Ful HTTP (HTTPS) R kay &—P URL £F = v ZHRE LTRET 32 e TEE

¥, WEI—NIEFERFERELXY,

POP POP NF—hET 5 e%aFzv I LET,

SMTP SMTP NF—HIsES 2 e%Fzv I LET,

B/ — F ORI

FAHLODEBHTNNY VIV N/ —FOY—ERNE T THHETT oAV ERMEINS/ — FITHL
T VIM [SERZRER T B7-DDNIVRF v 7 % EHICEIEL £ 9

Ny gLV R/ — RFOERIFERSINDE VIM |/ — RDRT—RR% 7 24 )LhH WORK (18R (<
TELXT,

Ny o1y R/ — RoEROHEERIE Passive Monitoring & Active Monitoring TREA 281{F% L £

Copyright © Zuken NetWave, Inc. All right Reserved

83



ZNW261SD-TCNO006

Passive_Monitoring : Yes (B%h) s
Pool IZ22 DDy TV K/ — RHARRESINTWBIHE, 77 EXNELB L
1 BBIRTCICFyoEh, WORK (&R L,

-2 BEADF v 713 node fail time DIRFTERREHBE®R LY T,

node_fail time ME&E I Services >Pools > Pool % > Protocol Settings >TCP Pool Settings (ZIEE A% V)
7,

Active Monitoring (Monitor) DFRETIET 7 EZAPELHL EHTEHNICTF v 7SN d7-0,. 1 BE.
2BBEBHICTCICWORK (8@ iYW T,

/ — R iENRE BEITIIG S FEITITW WA, VIM OT 7 4L b OlEE. FREIETE FHA,

CLI o~ K &#HEDHET= Monitor 7R LW 72K EDBH Y £,
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9. SSLA7RA—FDERE
SSL # 70— FOBFAEEEET 2i5ald. SSL Y —/N—iHAE%RE L7=DbH, Wizards #EEZ (DT IC
BEOHOREZITVET,
SSL ¥ —/\—ZEREL
- VTM RIEBT CSR Z1ER L. A4EBD SSL Hr—/N—FHRAEFRITHEI THT LN Z vIM ICRAR
- BF £ 72 13ANEBTRITEAD SSL Y —/N—FAEZ vIM (24 > 7R— b

EWD 2DDFETVIMICERET 52 ENTEET,

VITM TEIERIBERDIE SSL A7 R — RIZAY £, SSL A VARSI L 3 v OEMEIZITOEE Ao

1) H—/\—FIEAZEDRIE

T A NERD SSL Y —/"—FIRE %2018 & 12 AR
- YA /38— k7 X b Sure Server/Sure Server EV
- GMO Global Sign 1™2£E25F SSL

- TYY—bF (By=r7vy) £Fa7 - H—~=ID
- GeoTrust ko /L—ETFXID

- Let's Encrypt

RIVF KA, T4V H— FiEBAEOF AL AIEE T,

ORI TN R T 5 U — /N —FEAZIC DL TR TIIBWERER 2 EE L TH Y £H A,

TAMRY—N—GAER EZMAL. FRICHERW K I 288H L TVET,
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Catalogs >SSL> SSL Server Certificates catalog X = 2 —® Create new SSL certificate  Create Self-

Signed Certificate / Certificate Signing Request #27 Vv 7 L £9,

Create New SSL Certificate

This farm lets you create a new, self-signed certificate. You will then be able to create a Certificate Signing Request for this certificate.

Enter a short name to identify your certificate. If you leave this blank, the ‘Common Name' field or the first 'Subject Alternative Name' will be used.

Name:

The name of your organization, such as ‘Your Company':

Organization (0):

The unit within your organization, st

Organizational Unit (OU):

uch as "Sales:

(optional)

Your location (town or city), such as ‘znytown's

Location (L):

Your state or province, such as 'Semsstats’:

State (S):

Your two-letter country code, such as'ug, 'GB' or 'FR:

Country (C):

How long should this certificate be valid for:

Expires in: iyear v
Private key type (2048 bit RSA or P-256 ECDSA recommended):
Key type: 2048 bit RSA v

Create cerificate

ERICHERERELET,

include them in the certificate’s Subject Alternative Name extension

(required for US only)

Subject Alternative Name(s) (2 DWW TldH—/N—ZBAERITEESICBEE <E S0,

Organizational Unit (OU)(3“(optional)” & Z > TWEITHBERLN 12K T & & BEO L £,

State |£“(required for US only)” & > TWWE T HEREFRZZ A L TL &L,

ADDENTWERNWE SSL Y —N—SEERITHEICE LW TR S NEWZ LA DY £7,

Key Type |3 2048bitRSA E 714 P-256 ECDSA AHEE SN T UL T, (verl7.2 LUE)

IHEA~DASE,

Create Certificate

7))y LET,

REE T Certificate signing @ Export CSR / Update Certificate #2V v 7 L9,
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Certificate Signing Request (CSR)DAR%ZETa'— L, SSL H—/N—SFRFEHTHES | CSIRFE R T4 5

LAALET,

SSL Certificate: stm-sw07

This form helps you to sign your certificate.

Certificate Signing Request (CSR)

Your Certificate Authority will use this Certificate Request text to create and issue a trusted certificate, based on this certifice

MIIC4TCCACKCAQAWCTELMAKGA1UEBhMCS 1 AXETAPBgNVEAGTCE thomFnY XdhMREW
DWYDVQQHEwWhab2 tvaGFt Y TEMMAOGA 1 UEChMDWk SXMQOWCWY DV QQLEWRUZWNCMR AW
HQYDVQQDExZzdG0tc3cwNy S0 ZWNOMS 0 yLmxvY 2 FsMITBI j ANBgkahki GIwOEAQEF
|n20CAQAAMT TBCGRCAQEAYS SecmSMkwHSrOutv] / 2MQ3a8 6ulnmFo3cLzhHEd8 ZHOye
[o0YB1kFSS3gIsTTINRE2 rPQOGYQGE 61ByyzT1UvMk V81 FIqLG+KEDhW Tz £vbi 0gX
£dMo5FZtt % 9gcuRHUncy 1 BEBOQFEN®FIBfhudqv/HA£2+vmHve 6t TP1j 5506321
[nS03 6ERGEIT2rp¥vClugfkZGSCx1blohPi PCLCb4M/ QHITIttqrRImuhVmcRhdGi
sByOzB/UXSyLGIHEUehY zMmMB v/ +4na 2AWt imAAdyCIIQE fpd yFSr FhaX InSQuvw
OHEd]BVATNMuhoyLJT418C9F M+ ZYWRzvraxb6 4 FmGQIDAQABOCSWRQY JRoZ ThveN
[20kOMRWwG] AYBgNVEREEETAPg gl 0ZWNaMS 0yLmx 7Y 2 FaMAOGCSqGS Tb 3DREECWUA
n4 TBAQUB6r+NYMEET1u2 SF+1611WeWUToRRgT /mUaTnP/ £ S6M1EGVx L EAEYhB1 4R
DOoIhct8SRXZuuSK0] 31duzCI4/ 9yk52giGTnMl /8GT71402pfzYDC4rnCmOEVY 3Y
Exxnsbms3 OwE/Wox2YkOBROvEWok/ DT FEgzG4 tckP0GYSsCVEuSnRgD+gryXLETD
+XMVCh10vEIOgEELC+suc/ tEUOBDwidLL+IaiOghl§0SIihami t FooUKETiydXul
lngT/uLfr P162+ChvKIIC193dA5wA10gTTooybZ0MPs0RXAYT sSFhfeREINT
iPOWEYQ408plgssaRk fMgBOCTWEmT

————— BEGIN NEW CERTIFICATE REQUEST----- %'
————— END NEW CERTIFICATE REQUEST----- T

H'CSR DRAE LY £,

3) CSR b ofER SNz H—/\—FEBEDEA
Catalogs >SSL> SSL Server Certificates catalog X = 2 —T CSR %1ERL L 7-BRD:RE% Edit L £7-,
Certificate signing ®IEHE ? Export CSR / Update Certificate #2717 L9,

Replace certificate DIER (CFEABZFITHEI N O RITIN/ SSL Y —N—SMAEA T XX F T 1 ZET

HE. ABRZIE—&~<—X I L. |Update Certificate|[ hZ> %oV v LET,
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4) SSL H—/\—FIHEDA iR— b
Catalogs > SSL> SSL Server Certificates catalog X =— 2 —® Import SSL certificate T Import Certificate

and Private Key #27 U v 7 L9,

Catalogs: DNS Server Rules Monitors | SSL > Server Certs | Authenticators Protection Persistence
Service Discovery Extra Files

SSL Server SSL Server Certificates Catalog Unfold All / Fold All

Certificates
catalog Decrypting SSL Traffic: The SSL server certificates catalog contains the certificates for the SSL services you wish to decrypt.

>  20221600vtm01_os_20220526 (20221600vtm01_os.znw.co.jp , self-signed , expires: 26 May 2023) Edit
This certificate is used by the following virtual servers: Test2_VS_HTTP (Default)
Create new SSL certificate

SSL certificates are used to identify the SSL services you are running, and they are needed to decrypt SSL traffic. Self-signed certificates should be replaced by a certificate signed
by a Certificate Authority before being used on publicly-accessible services.

Create Self-Signed Certificate / Certificate Signing Request

Import SSL certificate

You can import an SSL certificate (and corresponding private key) here.

I Import Certificate and Private Key I

Certificate file (Z5FBAZE 7 7 A L

Private key file (CH 887 7 1 L

ABHR L. Name %:%E L T. |mport Certificate (RZ %27 VU v o L£T,

Import SSL Certificate

This form lets you import an SSL certificate and private key.

Enter a short name to identify your certificate:

Name: ‘

Enter the location of your certificate file:

(BH..| D7 OLSERENTVER A,

Enter the location of your private key file:

| 26... | 27 AILEERENTVES A,

If this key is stored on secure hardware, additional steps may be required; please see the online help.

| Import certificate |

Name (£ VIM ICBEICERE SN T LD SSL Y —/N—SIAE L ER 2B ZREL TS,
SSL Server Certificates catalog (24 >7R— b SN/-ZERREDREIEIMENE T,

PCKS#12 it TDA Vi R— MITEE A, PEM 74—y b7 7 AL TA V7 R— b LTLZE LY,
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W1 2 R— FRWERT 7 A INDOEHET5E
BEF £ 7213 EBD SSL H—/N—FEAE % 1 > 7R— b9 3(21d SSL H—/N—FHEAZ DI M ISR W E
SEP
H—/N—FEAEICNIS Y DWERA R WSS, [ VR— MITEEHA,
FIWEBRIIZDOEE A VR— FTERVGEN DY £, ZTDHEIL openssl a7 FZ&FIFA L ZgE
A vR— b TEBRAUELES,
vIM Tl openssl O~ > F%AFBET2ZEATEEIDOT. vIM NICHEH#EE 7y 7O0—F L, LITFD
avy MRECEMT 52 ENTEEY,

# openssl rsa -in <WZHET 7 A )L> -out <HEH T 7 A )L>

ZEMmL. EhInfz7 7Lz ELET,

EJlFs

# openssl rsa -in <WZEHET 7 A >

ZEMEL. RRINTZABDS B,

————— BEGIN RSA PRIVATE KEY----- '

————— END RSA PRIVATE KEY----- £T%

AE—LTFR 77 A VHFIRELES,

5) hfd] CA SEBRZED A »ik— bk
Catalogs >SSL> SSL Server Certificates catalog X =2 —(ZT, YEECEAD SSL Y—/N—ZFRAZDTE
7z Edit L9,
Certificate signing ®IEHE T Update / Add Intermediate Certificate #27 J v 7 L9,

Certificate file T4 7 R— M 2RI CASIFAZD 7 7 AL AR L £ 7
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Enter the location of the intermediate certificate file:

I Certificate ﬁle:l | TPANEER | BRENTHEEA

| Upload intermediate certificate |

upload Intermediate Certificate =2 Jv 7 L7,

HfE CA SRR DEREIL SSL $—/\—FHREDREISEMENFE T, A »7R— b L7z SSL ¥ —/"—ZIEA
SLUONCILERESNE BA, EBROY—N—iAEZ A »F— FREL TWSIESI Y —/\—FAE DX
EBICHE CARFREZREL T 728N,

Y —/N—FEAEDHREH 4 & Y — N\ —FIEZ B SN E ¥ L EUE T CA SEREDRENH

KLET, Y—N"—FAEEUEDRRICIIHHE CARBAEZ 1 v R—F LEL T ZE LY,

6) Virtual Server ~MiEA

Services>Virtual Servers > Virtual Server % >SSL Decryption DX — 2 —TCTEREL 7,

v SSL Decryption

These settings control how SSL connections are decrypted.
Whether or not the virtual server should decrypt incoming SSL traffic.

ssl_decrypt: ®vYes O No

Which SSL certificate(s) should this virtual server use?
Additional certificates can be supplied to match different sites hosted by this virtual server. You can specify a different certificate for any hostname or IP address. The
wildcard character "*' can be used to match multiple hostnames. If none of the addresses or hostnames match the default certificate will be used.

Note: Hostname mappings require support of the TLS 1.0 'Server Name Indication' extension, which is not supported by all browsers.

certificate: I Default Certificates: I [ test-2022-09-08 (ZNW.com, Expires 08 Sep 2023, RSA) v
l alt_certificates: I | Select a certificate... L4

Add certificate mapping:

IP Address / Host Name: ‘

Certificates: | Select a certificate... v

| select a certificate... v |

Manage SSL Certificates

certificate @ Default Certificates TYEREAD SSL H—/N—EFEAZEA 3R L £ 9,

alt_certificates DIEE T, BAB|EA TOY—N\—SBREAEIEEET A &b TEET,
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EFBRZ &R, ssl decrypt % Yes (CZE L. Apply Changes @ [Update |22 1) v o LEREZIRFEL X

ER

#=U T Virtual Servers >Virtual Server £ >Basic Settings X = 2 —® Internal Protocol & Port #Z & L

95

: ¥ Basic Settings
I

The basic settings specify the internal virtual server protocol that is used for traffic inspection, the port and IP addresses the virtual

Name: 8sL

® Yes Mo
HTTP v
443

Default Traffic Pool: HTTP v

Listening on:

® All IP addresses
Traffic IP Groups ...

Domain names and IP addresses ...

Notes:

i
@ View traffic on World Map

Bz 13 Virtual Server THTTPS Z#p L. HTTP D/ — FICX LT SSL #7 B— FZ1TH iH&1.

Internal Protocol : HTTP
Port : 443

ZER RELET,

ZHE%, Update|iazrz=o Uy o LET,

7) H—/\—IIBRENEH
B —/N—EREOEHICIL,

- BiFOY —/\—SHRREDEFT

« Bl —/R—EMRE A A >R— b L. Virtual Server (JEAT 2 —/\—SIABEA Y Z

D2 DO2DFTEDHY £,

[BAFDY —/\—ZRAEOERH] TIIEMEEOERHSERY 25EL B £75
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Catalogs >SSL> SSL Server Certificates catalog X = 1 —CE#HY 5 —/\—EEAEL % Edit L £,

Export CSR / Sign Certificate =2 U v 2 L. Replace certificate |ZH7L L Y —/N—SHREORNA%Z JE°—

&~_—2Z bk L.|Update Certificate HZ>%27 Vv o LEd, b—/N\—iBAED Expire H"EFINE T,

Z DEETIIHE CASEREAEL L £ T0T. BEFME CAEAEZ A v HR—F LTLZE L,
[$F7-lc Y —/N—5FRZ% A > 7R— b L. Virtual Server |Z@A$ 3 —/N—SFREAYIEZ | (3 —/—
ARAEDOHNAZE, AAZED XM TEERE, ZOFFY—N—AEZEH CERWSEEISERT %4
HETT (Y —N\—FEAZE OB DEHIFC HEINTE £9),
[4 H—/N—FHREDA > R— b OFETH L WS —/—FEREZ1ER L. [6 Virtual Server ~Di&EH |
MD77;E7T, Virtual Server @ SSL Decryption 387 T{#FHY % Default Certificates Z#1L Ly —/N—ZAR

BIEELET,

8) BAREEIP FAA URAOY—/\—FIHE

HAFEIP KA A Y DEREIL N X A % Punycode REZTHE L £

N TR L7-BAFE JIP R XA > DY ——FEAE AT HERICIZ UTF-8 iz TldZe <. Punycode
KL TIER SN CSR &b & IC L7 —N—FEAEZ ZHIRA< 7230,

Punycode K2 THWEE, SNIFREZTT> THIEL K ZRBERTERVWI EABY £,

9) 547 NIBEEDFA
SSLA7B—FIZIESSL 7 74 7> MEBAEZ > 730G 25 ET D LN TEE T,
TrafficScript ZF|fET 2 Z & T AFED URL /XZAANT 72 A LTBRICT T4 7 > MIRREAERT 5%E

HRlREE Y £,

B CHERL TWB T T4 77 MEERRIE
cHAN—FSZ P+ FARALZID

- BCiRE
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TTAMZT>THY ET,
Catalogs >SSL > Certificate Authorities and Certificate Revocation Lists Catalog X = 2 —T. 2 &Bizs

ICTYERRL7=CA 7 7AINE CRL 77 AL EA ViR— b L £ T,

Name: tech1-2.local
Subject: Issuer;
Site (CN); techi-2.local This certificate is self-signed.
Company (Q): ZNW
Company division (OU): techi-2
Location {L): tech-stingray@znw.co.jp
State (5): Kanagawa
Country (C): IpP
Expiry:
valid from: Mon, 12 Dec 2016 09:22:22 GMT
valid until; Thu, 12 Dec 2019 09:22;22 GMT
Other details:
Key size: 2048
Serial: d0:1a:76:ca:d0:01:9:98

Signature Algorithm: sha25s6withRSAEncryption

| Update Name |

7747 FEERREIC L BFPEEERE . Services > Virtual Servers > Virtual Server 4 >SSL Decryption @
RETITVWET,

T CRADREELIBRICT 47> FMEREZEKT 57512, request_client_cert % Require a client
certificate ICZEE L, FREBTRD N X A »ZIBET 57=0(C client_cas T »R— b LTW5 CA DFREZ

BRLET,

¥ i SSL Client Authentication

These settings centrol how clients are authenticated in SSL transactions.

Whether or not the virtual server should request an identifying certificate from each client.

request_client_cert: Require a client certificate v

What HTTP headers the virtual server should add to each request to show the data in the client certificate.
ssl_client_cert_headers: ® nis data

Certificate fields

Certificate fields and certificate text

The certificate authorities that this virtual server should trust to validate client certificates. If no certificate aut/
then all client certificates will be accepted.

Certificate Authority

techl-2.local
Manage Certificate Authorities

When the virtual server verifies certificates signed by these certificate authorities, it doesn't check the 'not afte
expiration date has passed {but not if they have been revoked).

issued_certs_never_expire: Certificate Authority

tech1-2.Jocal
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Certificate Authority TCASREICF = v VD RWGE 7 74 7 MEBEOEELAFz v 7 LEHA,
7747 FEEREN VIM TERET YA FEBAZIEVXA—LDHDTH > THFRAEH OK &4
SSL YA bADFREE, 7/ RN TETCLEVET,

F7o. HBHD CA DIRED Y F—FENTWBIHA, FTv7INTLD CAD K XA > DHHFEEE OK

A

&Y FI,
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10. B4 L7V FEXEDTRE

ZA LTI FORFEIEZ 2 DD NET,

v

P -

Virtual Server{Bil Z%7F

fmtepae\ TM RS Virtual Server DE&E

Services>Virtual Servers > Virtual Server % > Protocol Settings > Timeout Settings

vIM =3y 7 T K/ — | Pools ME&E

Nl Services>Pools >Pool % > Protocol Settings

1) Virtual Sever BIDERTE
EfumR —vTM fEDRE X Services>Virtual Servers > Virtual Server & > Protocol Settings>Timeout

settings X —Z 21 —TCHKEL Y,

¥ Timeout Settings

How the virtual server handles connection timeouts.

The time, in seconds, for which an established connection can remain idle waiting for some initial data to be received from the client. The initial data is defined as a
complete set of request headers for HTTP, SIP and RTSP services, or the first byte of data for all other services. A value of e will disable the timeout.

connect_timeout: |10 | seconds

The length of time that the virtual server should keep an idle keepalive connection before discarding it. A value of e (zero) will mean that the keepalives are never closed by
the traffic manager.

keepalive_timeout: 10 seconds

A connection should be closed if no additional data has been received for this period of time. A value of e (zero) will disable this timeout. Note that the default value may
vary depending on the protocol selected.

timeout: ‘40 ‘ seconds

The total amount of time a transaction can take, counted from the first byte being received until the transaction is complete. For HTTP, this can mean all data has been
written in both directions, or the connection has been closed; in most other cases it is the same as the connection being closed.
The default value of @ means there is no maximum duration, i.e., transactions can take arbitrarily long if none of the other timeouts occur.

max_transaction_¢ i 0 | d

Copyright © Zuken NetWave, Inc. All right Reserved

95



ZNW261SD-TCNO006

Connect_timeout FLWaARIT arhoDT—REFOEEARELET,

Keepalive_timeout HTTP dig&lc®RRLE T,

T A KIVIREED keepalive DX A L7 b AFZRELET,

timeout BEax 7y a v T—RaELEWESICERZH L ARME2RELET,

INODEIFNYITY R/ —FTEMET 277U r—>ay, Btk EV AT LRI EEREZ R
BeEmlL 7,

T 7 H#IVRERETIEHTTIP/2 DX A L7 77 b & Timeout settings X = 2 —CHH@DEREL Y £7,
HTTP/2 DR A LT 7 b aERIICERE S B35mAld. Services >Virtual Server > Virtual Server % >Protocol

Settings >HTTP/2-Specific Settings TEHE L £7

2) Pools BIDEE
VIM =73y 7 > K/ — FREDERE I Services >Pools > Pool £ > Protocol Settings>TCP Pool Settings

M * = a—& TCP Connection Limits and Queueing DX — a2 —TCHREL £,

¥ TCP Pool Settings

The TCP pool settings control how connections are made to the nodes, when they are shut down, and how the traffic manager handles node failures.

How long the pool should wait for a connection to a node to be established before giving up and trying another node.

max_connect_time: |4 seconds

How long the pool should wait for a response from the node before either discarding the request or trying another node (retryable requests only).

max_reply_time: }30 seconds

The maximum number of nodes to which the traffic manager will attempt to send a request before returning an error to the client. Requests that are non-retryable will be
attempted against only one node. Zero signifies no limit.

max_connection_attempts: 0

The maximum number of connection attempts the traffic manager will make where the server fails to respond within the time limit defined by the max_reply_time setting. Zero
signifies no limit.

max_timed_out_connection_attempts: ‘2
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B —]

HMmax_reply_time DEXE

max_reply_time DEXIElL Health Monitoring DEZELEHEL £9

Health Monitoring MEXE(EL Y max_reply time DEAKEWE, Ny 7TV K/ — FhbDieE%EF
2 TW3BRIZ, Health Monitoring DX A L7 7 MZ&k>T/ —F 7z A EHrENTLES &
HYET,

ZD71=&%, Monitors TIRANX NS EFHEIDIZE 5 ANEWVEKE & 95 Monitors THRAISNAKRREI LR 5

LMZ max_reply_time DEZREL X9,

3) /—F~OBERT

WETORE

BRUTOREEBICHIT 2/ — FEEOREICIITRISDEENET,

f51Z_1E max_timed_out_connection_attempts MEREA 2 DIFE, BHICTT—Em>F=Ny 7TV K/ —F+
DNy T R/ —REWShT Y MY £7,

BUONY TV R/ —FHPTI—thotzDb, BRTI 2\ 7T R/ —FH 2 REVWSEREICIEEY

FHA,

WEEd—Fick 3837
Passive_Monitoring:Yes DFEOBEITEIECIZNE I — K 503 DIFEDI, RESFEICL > THBRITEINET
A, D bxx DIEEI— RIZDZF L TE,. WEI—FIck - THHATOHEIEEINE T A,

Axvvav, VI/IZMDXALTT b THESNET,
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4) Timeout METEAE

Virtual Server{Bld 357F

KA LTI b RET BICHT-> T

BT —VIM B0 %4 L7 7 b (Virtual Server IDZETE) (FVIM—/Ny 7T K/ — FEDXA LTY
b (Pool BIDFEE) L YAREVMEEFZELET,

ZHUSEY VIM—Ny I Ty b/ — FE& Y BT - VIM EDOADLH LR A LT T M T BT &Ik

VET,

VIM—Ny 7TV K/ —FBDZA LT 7 b (Pool IDERE) |Z Passive Monitoring MBS,/ #E50IZ &
WEHY ET,

Passive Monitoring MEXFE 13 Services >Pools >Pool % >Health Monitoring (ZIEEA'H Y £9,

BVTM-/Ny T R/ —FEDXA LT 7 FMKEDGE
Passive_monitoring : No D&ERF

max_reply_time x  max_timed_out_connection_attempts
Passive_monitoring : Yes D% ERs

(max_connect_time + max_reply time) x max_timed_out_connection_attempts

WEFTT—VIM 02 A L7 7 b HRAEDEE
FEVIM=-Ny 7T K/ — FREDR A LT MRAMEDFTESEIC 5~10 ZANE L 7-fEA" Virtual Sever

Bl timeout DEAEEAY £,
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11. 7y 77 L—FFIR
ZZTlE ver222 % (V7 b7 THR) 5 ver22.9 ZADT y T L — RER—XICFIEEBNLET,
EXRNICT v 77 L— FRIDREIL. Ty 77— FRbe|EHINET,
ZDMDN—2 3 % CHRADEGE, FTRN—HERZHELHY £, FIRICKEZLEEITHRLD

BEGAEZ BBV LET,

1) N—=arvr7yTEH

N=2ar Ty 7Te{THHT-Y EERICT 4 RV EEREN 2GBULE R LTV IRENHY £,

2) N—23 VT TRIOEEFBORER
VIM D7 —/EERE TRV L 2R L 7, B Ul AERXT—XRFRA "Cluster: OK” THN
IE. EBLIRRETT,
(#E]
1 Btk (&> 7IVIEER) & 2 BLLERSEL (TRIBEY) DEBLDIHEH, AT —% XFKRIE "Cluster: OK”

HIEBAIRREICA Y £75

3) RFvT a3y hOEIE
Z7UTREBETNY YTy TDIOICRFy T ay b EEUGLET, 2 ALUEER (TRER) 0BE
5. 1 BT OIELET,
Ty T TL—=RICRERDH ST3HER. ZAFy T ay baoRIRERLET,
(#E]
Z797DRFy T ay FOZHRICITRIERENRETY, BH. XFv 73y FOEGRIZDOWNT

DZERIE. =77 FMEEEOE TEMEE <ZEly,
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4) 1B CUTIVER) IZBITHT7 Yy T L—F
22T VTM D8y 5= 7 7 A VERBW =T v 77 L— ROREEBNLET,

XAFIEIL, ver22.2 hHver229 ~ADTF7 v 7L —KAEBELTHEY £,

- EFEfE
¥ver22.9 ADN—2 5> 7y FHERIC, VIM BBED 7R R TAIARE L THEY 30T, BhjtERe

L TUT D R EICY £,

1. [IN=23v 7y 7THRIEIE/ Sy F (zeusazxtmigz) | % ZNW HR—hH A k& vOo—KLE
ER
2. ZuvA—KRLEIN=2ar 7y TRIEE Sy F 12 VvIM OEE7 # LRIHE ML £9, (WinSCP
mERZTHALIEEIL, )
3. w77 ALNDRERLET,
tar zxvf zeus.zxtm.tgz
4 . /usr/local/zeus/zxtm/bin B2 T8 B BEFD zeus.zxtm & U 2 —L L £,
cd /usr/local/zeus/zxtm/bin
mv zeus.zxtm zeus.zxtm.original
5. BEERL [N=2av 7y 7TRBIE/ Sy F] %Hi# zeuszxtm & LCHEIL T,
cd< [N=U 307y TRIBE/ Sy F| ZIENLTZ7 5 LZ/8Z>
mv zeus.zxtm /usr/local/zeus/zxtm/bin/

6. VIM TLEEE5 £TRT LIzn, BEDN—2 3> 7y TFIRE~NEHRF T,

Copyright © Zuken NetWave, Inc. All right Reserved

100



ZNW261SD-TCNO006

Ty 7L —RKE%
X7y 77— FEERNIC, 3R [N—2a v 7y THIOEEHEORSE & [XRFv 7> a3y PO

Bl oEEEERLTLEEL,

1. System>Traffic Managers X — 21— Software Upgrade £ 7 3 > ¢|Upgrade 7R X > % T L £

ED

Software Upgrade:
To apply a software upgrade package or install a new module click Upgrade.

0y

2. Software package £ 2 a > TSR REZ VBT L, /Xy 75— 7 7 4 L% FiR#%IC |Upload 7R &

VEBTL, 774N ETYy7O—KLET,

Upload

Please enter the software package to upload, or select one you have previously uploaded.

Software package: || ... FeusTM_229_Linux-x86_64.tgz

Upload

3. Ny =TT 7 A IVDIERIFTREINI- 5, NERZHELL [Upgrade (RZ %L £,

Upload

You are about to install the following package. Please check that the following details are correct and then confirm that you would like to proceed with the installation.

Name Pulse Secure Virtual Traffic Manager

Version 22.9

Platform Linux-x86_64

Reason Latest version

Description Upgrades Pulse Secure Virtual Traffic Manager to version 22.9.
Checksum 15a2943d754adc40d82d9b525e24b414

P View Pulse Secure Virtual Traffic Manager Release Notes

P View Pulse Secure Web Application Firewall Release Notes

Upgrade || Cancel
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4, Ty T7TL—F7ALZATET LI=H, Restart|h 2 2T L XY,

Upgrade software

The upgrade installation was successful. A restart is required to complete the upgrade.
———

 Restart

Time Elapsed: 33s

Performing pre-installation checks

Creating installation directory

Locating valid tar packages to install

Install module admin version 22.9 found

Install module zxtm version 22.9 found

Install module zxtmadmin version 22.9 found

Install module stingrayafm version 22.9 found

Install module updater version 22.95 found

Checking upgrade package 'admin' is suitable for installation:
Package accepted, updating 'admin-20.1r2' to 'admin-22.9'

Checking upgrade package 'updater' is suitable for installation:
Package accepted, updating 'updater-20.1r2' to 'updater-22.9'

Checking upgrade package 'zxtmadmin_lang_en_gb' is suitable for installation:
Package accepted, updating 'zxtmadmin_lang_en_gb-20.1r2' to 'zxtmadmin_lang_en_gb-22.9"'

Checking upgrade package 'zxtmadmin lang_en_us' is suitable for installation:
Package accepted, updating 'zxtmadmin lang_en_us-20.1r2' to 'zxtmadmin lang_en us-22.9'

Checking upgrade package 'zxtmadmin' is suitable for installation:
Package accepted, updating 'zxtmadmin-20.1r2' to 'zxtmadmin-22.9'

Checking upgrade package 'zxtm' is suitable for installation:

5. 7y 77 L— AT LI vIM ZHBEEh L £ 7,

System > Traffic Managers X =2 —® Hardware Restart £ > 3 > C|Reboot f[RZ > #IFTF L £9,

HEDBEDFRRE NS DT, HE Reboot K V& T L XY,

XEEENC LY., X7V LDRELET,

Software Restart:
You can restart the traffic manager by clicking the button below.

| Restart Software .. | | Restart REST API ... |

Hardware Restart:
You can shutdown or reboot your server using the buttons below.

|~ Shutdown ...
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6. System>Traffic Managers X Z2—T/NN—=ayh 7y 7L —REINhTWBZ L 5#HERL £,

Traffic Managers

System: Linux Mas24Rcky9vtm02 5.14.0-362.8.1.el9_3.x86_64 #1 SMP PREEMPT_DYNAMIC Wed Nov 8 17:36:32 UTC 2023 x86_64
| Software: Version 22.9, Build date: Jul 14 2025 13:36:29 ||
@ Architecture:  x86_64
uuID: 88b3748a-ab71-3e01-9fc9-e817fc273ad3

172.22.1.208
License Serial: 1000119871

Installed at:  /usr/local/zeus

5) 2 BLEH#ER TRIER) 1281157y 7IL—F
BRRD 1 B (& 7IIViER) OFIEEFERRICVIM Oy r—S 7 7 A IVERWT, 1 827y 77

L—F%ZEEL TSN,

D=3Vl
KL ver229 127y 77 L— R B58IC, FEERADEICHY Y. (EEFIRIE 11 68 (&

VIR ICBITB Ty TSI —F] OR—IETEWNV-EE KRVIMICTERL TS,

X2 Ty 7T L—FEERNC, 8RR [N— 3 v 7y THIOESBEIORSE & [XFy 7> ay

FDEUS] DOEEEEREL TS,

X3 Ty 7L — Fo@EiET BB Ul BELERT—R2XFRA "Cluster: Conflict” 4%\ & "Cluster:
Error” ERRINDZEDBY ET, TNEELREZN—Ta v DI T RZERITE>TWB I EAR
HTY, RGBN\—2a>DT ZAXBTIE 7 7 ZAXETRECERAT 52 A TEEFADT,

FRLIZEV, (BEEN—2avDy F7RERTIE, BIENRXTA—REEBSHIENTEEY
ho) ZOEFERT S ZLIFETICRTRILN=2 avIcT7y 77 L—FEiT>TLES W, Ty

T L— FRTHRIZAT—RZ AFKRIZESIRREE (Cluster: OK) IZRY £9,

Copyright © Zuken NetWave, Inc. All right Reserved

103



ZNW261SD-TCNO006

X4 Ry —=U 77 ANETy 70— K& YU TIERRDT v 7T L — FDIGEIL. NBREHER

T. |Upgrade R X > T L TERICEAFZTH. TRERDT v 77 L — FDigAEIE. "Upgrade

specified traffic managers" ™7 AR R VA BR L 1-th, N—2a >y 7y TBEE{ToTWB~T v

DF Ty IRy I RF v e MBRICTERLIZE L,

IV TIERRDT Yy T L — RDHE

Upload

You are about to install the following package. Please check that the following details are correct and then confirm that you would like to proceed with the installation.

Name Pulse Secure Virtual Traffic Manager

Version 22.9

Platform Linux-x86_64

Reason Latest version

Description Upgrades Pulse Secure Virtual Traffic Manager to version 22.9.
Checksum 15a2943d754adc40d82d9b525e24b414

P View Pulse Secure Virtual Traffic Manager Release Notes

P View Pulse Secure Web Application Firewall Release Notes
Upgrade || Cancel

TEEHROT Y 7L — Roigs

Upload

You are about to install the following package. Please check that the following details are correct and then confirm that you would like to proceed with the installation.
Note that any remote traffic managers selected will be rebooted automatically as part of the upgrade.

Name Pulse Secure Virtual Traffic Manager

Version 22.9

Platform Linux-x86_64

Reason Latest version

Description Upgrades Pulse Secure Virtual Traffic Manager to version 22.9.
Checksum 15a2943d754adc40d82d9b525e24b414

P View Pulse Secure Virtual Traffic Manager Release Notes

P View Pulse Secure Web Application Firewall Release Notes
Select the desired upgrade scope and click Upgrade to begin the upgrade.

Upgrade all valid traffic managers

I ® Upgrade specified traffic managers... I

172.22.1.206

Upgrade | | Cancel
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6) FHLWLWOSH—/— VIM ) 2RI I2DENHDIBEDT v TSI L—FK
ZZTlE == 0S DY R— METHREAERT, L < H—"—ZEr L T VIM OBITHANEIC
BBIEADT v 77 L — REEEBNLET,

(EFIEL, ver222 o ver229 D7 v 77 L— RKEBELTHEY £7,)

Xver22.9 (27 7L — R I 3BAIC. FRERIVEICEY £9, ERFIRIL 11 &8 & 7IiuE

) B2 T7 v 7O L—F] OR—IHITBWN-2E, IBITORVIMIICTERBL TLEEL,

ZOFIETIE, FILLEKT 27 5 AZBRRDY—/N—2E5D IP 7 KL AH B TRIDEBIE L B> TH Y

9, BITRIEALUIP 7 FLATY —N—ZFR L5 A b FIRICKEAERIB TSV E A,

L #HLWTITATRIVERZYNATI LT VIM A Y 2 F—IURISH L WS (£ D4

ASNIRREDY — =% 2 sRELET,

=
[/35,%'\){—\-—'\]

X1 FLLMERT %7 7 ZAZBHDY —/"—2 BD IP 7 FL XA BATRIL R UHEIE. BIFED A

U ADE|EMANET DT, T4 ABRAIIFRETT,

X2 Ty /UL — RN, B [N—L 3 v Ty TRIOESEEORSE] & [RFvSoay
FDEUE] DEEEEREL T,

X3 ver229 HFIRTA VA M—ILTBLEEEUl A7 712X L7-FRIZ [Reapply system settings]
DETERTEEX v =V DRRINDIGZGED DY £7,

==

ZBE Xy —IOLAEIL. Diagnose > Cluster Diagnosis > Configuration System settings X =
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21— [Reapply system settings] Z# . [Reboot] R&>%sUv o L%,

DA v E—VHNBR S ETAEN S5 EEYRL XY,

2. BIT7 074 7< BB Ul (4L, BITREZUNA<I v D75 ZRZYVEEL 21T\ E
EDR

System >Traffic Managers X =21 —® Add or Remove Traffic Managers 2 a3 >, TITRZ >

WA %FR L. [Remove Selected f[RZ AT LE T,

6 (admin/admin) Logout

ilseSecure" virual Traffic Manager b 600 h 20.1r2

4 Home B Services [ Catalogs £ Diagnose = Activity] & System viq | Help
System: I"" ic Managers lm.n Tolerance Alerting SNMP Security Users Backups Licenses Global Settings

Traffic Traffic Managers

Managers

System: Linux 2024L1000vtmO01 3.10.0-1160.¢17.x86_64 #1 SMP Mon Oct 19 16:18:59 UTC 2020 x86_64
Software: Version 20.1r2, Build date: Apr 26 2021 07:25:42

‘O Architecture:  x86_64
uuID: 04 865-06b9-3c01-80a4-e817fc27(260

172.22.1.206 6 -3 “

License Serial: 1000117765
Instalied at: /usr/loc
System: Linux 2024L1000vtm02 3.10.0-1160.e17.x86_64 #1 SMP Mon Oct 19 16:18:59 UTC 2020 x86_64
Software:  Version 20.1r2, Build date: Apr 26 2021 07:25:42

‘—' Architecture:  x86_64

& wuID! 722€622¢-07b9-3c01-Bafc-e817fc27d678

172.22.1.207  License Serial: 1000117766
Admin Server: https://172.22.1.207:9090/
Installed at:  /usr/loc

I Add or Remove Traffic Managers

Adding a Traffic Manager: To add this traffic manager to a new cluster, run the Join a Cluster Wizard.

[»] 30in a duster

Removing a Traffic Manager: You have 2 traffic managers in your cluster. You are using the Admin Server on 172.22.1.206.

Traffic Manager _Select

2| 172.22.1.207

Remove Selected

Use the Admin Server on another traffic manager in your cluster to remove 172.22.1.206 from the cluster.

“Completely erase the~" 7%3&R L. |Remove Traffic Manager machine |/ R X > =3 FF L 9,

(fie]

BITRARZNATIVOERBUINCIE, 77AXYVEELET 72X TEARLRY £T,

O PulseSecure: virtual Traffic Manager b 600 h 20.1r2

4 Home @@ Services [[] Catalogs £ Diagnose P& Activity| F System Waards

System: Traffic Managers > AddRemove | Fault Tolerance Networking | Alerting SNMP  Security Users Backups Licenses Global Settings

Remove Remove a Traffic Manager: Confirmation

Traffic
Manager You have chosen to remove the following traffic manager from your cluster:

@ 172.22.1.207

When each machine is removed from the cluster, it no longer automatically shares its configuration with the remaining machines. You can choose to:

© Completely erase the configuration on that machine, resetting it to the clean, unconfigured state. You can then delete the software, or run the ZEUSHOME/ zxtm/ configure script on the machine to configure it I
again.

O Leave the machine running with its current configuration.
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3. BITRZ VN2 v E vy IV L, FILWREZUNA <o oA RELET,
(8]
TV DIvy MR, 270 BB T — N3 E LEY, (BEATY 3 VIIRETY,)

BH, =77 FRIECOREICOVWTOZEMIL. =77 7MaEEOETEMaE</Zaly,

4, FLWRZY A2 OBRBUINCOIA Y L, 77 AZBIEREEITVET,

System >Traffic Managers X = 2 —® |Join a cluster | % T L £,

Cluster: 0K ob/s |
% Home B Services [[]Catalogs &£ Diagnose P Activityl F System Web Application Firewall Wizards vliQ | Help
e 7
System: J Traffic Managers |[Fault Web lication Firewall il Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings Ingress Controller
Traffic Traffic Managers
Managers
System: Linux ubuntu 5.15.0-52-generic #58-Ubuntu SMP Thu Oct 13 08:03:55 UTC 2022 x86_64
Software: Version 22.9, Build date: Jul 14 2025 13:36:29
Em Architecture: x86_64
uuID: €a2a85f8-fe70-3¢01-86b5-e817fc275edf
172.22.1.209  (jcense Serial: Community_Edition
Installed at: /usr/local/zeus

Web Application Firewall: Version 4.10-00015, not running

Add or Remove Traffic Managers

Adding a Traffic Manager: To add this traffic manager to a new cluster, run the Join a Cluster Wizard.

[>] 30in a cluster

Removing a Traffic Manager: You only have one traffic manager in your cluster. There are no traffic managers that may be removed.

[1.Getting Started | BE® "Manually specify host/port” %8R L. [Next/ RZ > #HTFL £,

Cluster Joining wizard, step 1 of 5

1. Getting Started

This wizard joins your current traffic manager to an existing cluster so that it can share the cluster's
configuration and traffic.

Would you like to select an existing cluster from a list of available clusters on your network, or enter the
Administration Server address and port of a specfic traffic manager to join?

O) Select existing cluster
® Manually specify host/port

) (4
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[2.Cluster selection] BETIMTT VT4 7<~® Hostname (P 7 KL X 7-l% R F4).

Port (R—F&ES) #AHL T, NextiRZ o %#FFLET,

(]

R—bESIL BITT7 07147V OBRBUINICT VRS B7-DICRERBER—F (T74L 1

1£9090) DIFR T,

Cluster Joining wizard, step 2 of 5

2. Cluster selection

Please provide the admin server host and port of one of the machines in the cluster you wish to join:
Hostname: 172.22.1.206

Port: 19090

Cancel | 4 Back

“Use this machine” (CF v 7% A, Nextf RZ U ZHTFLET,

Cluster Joining wizard, step 2 of 5
2. Cluster selection
Please provide the admin server host and port of one of the machines in the cluster you wish to join:
Hostname: 172.22.1.206
Port: 9090

172.22.1.206 is running vTM version 22.2r1, this vTM is version 22.9
Are you sure you want to join this cluster?

Use this machine

Cancel | 4 Back | | Next »
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[fhe]

ZZTANTIERIE. BITT7 T4 7RV DIERICEY £,

ZNW261SD-TCNO006

Fingerprint

Fry IRy IR FzvIHEAND

Username BATT 0 T4 77 v BB —2% AT
Password B —Y—|THNY B/8XXT— & AN

Cluster Joining wizard, step 3 of 5

The admin server you are clustering with is using an SSL certificate with the following SHA-1 fingerprint:

B6:09:45:CD:C9:DE:DF:2F:0D:D3
EE:C3:E6:E3:8D:02:81:01:9E:35

172.22.1.206:9090

» Unfold to view full cortificate details ..

Please check the box beside the fingerprint above to indicate that you have verified it or that you trust the
network between it and this system.

If you do not already have this fingerprint on record you can get it by logging into the target admin server
and visiting the System > Security page. (Refer to the product documentation for further information on

cluster security.)

Enter the username and password of a user in the target cluster with permission to add and remove traffic

managers.

Username: admin

e e a—

o) (<) [ ]

[4 Additional Settings | BET "Yes, but make it a passive machine” Z&RL T, [Next

WTLEY,

Cluster Joining wizard, step 4 of 5

4. Additional Settings

If the cluster has Traffic IP groups, should the new machine join them?

() Yes, and allow it to host Traffic IPs immediatel:
I ® Yes, but make it a passive machine I

() No, do not add it to any Traffic IP groups

Cancel | | « Back

R %
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[5.Summary] BEIET|Finish[{RZ VAT L £,

Cluster Joining wizard, step 5 of 5

You have chosen to join the cluster containing 172.22.1.206:9090.

To complete the cluster joining process this traffic manager's configuration will be replaced with the cluster's
configuration. When this happens the software will be restarted and you may be logged out.

Click the Finish button below to join the cluster.

(el (<o) []

(2]
[Finish] R % > =T, TRIO K 5 IZ[Error communicating with local traffic manager: There was a
problem communicating with machine xx xx.xx.xx:9080: - *|OTT—HFELET, 7v 77 L—F=E

TRICIZ— Xy E—DIdHINET,

er 1000 h 22.9

4 Home @ Services (L) Catalogs £ Diagnose = Activity| & System Wizards v][a | Help
System: | Traffic Managers | Fault Tolerance Networking Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings Ingress Controller
Traffic % Error: There is a problem. Please see below for details

Managers

Error communicating with local traffic manager: There was a problem communicating with machine 172.22.1.206:9080: Invalid state information (state connection).

5. BIEHMEFILVARZUNATUVDERB UL T BIT7I9T14773 D77 XX YEEL ZITWE
ERS

System >Traffic managers X = 2 —® Add or Remove Traffic Managers ©2 > a> T, {17777

4 7 EEIRL, [Remove Selected [ RZ VI TFL £,
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Virtual Traffic Manager 1000 h 22.9

Wizards

4 Home @ Services [L]Catalogs £ Diagnose = Acti

I Sy'\h'ml

System: ault Tolerance Networking Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings Ingress Controller
Traffic ® Error: There is a problem. Please see below for details
Managers

Error communicating with local traffic manager: There was a problem communicating with machine 172.22.1.206:9080: Invalid state information (state connection).

Traffic Managers

System: Error: this machine could not be contacted
Software: unknown
@ Architecture:
2 i 1
172.22.1.206 VU0 UUID unconfigured.
License Serial:
Admin Server:
System: Linux ubuntu 5.15.0-52-generic #58-Ubuntu SMP Thu Oct 13 08:03:55 UTC 2022 x86_64
Software: Version 22.9, Build date: Jul 14 2025 13:36:29
IO Architecture:  x86_64
172.22.1.200 VIO a28eaf9e-a871-3e01-9eS5d-e817fc275edf

License Serial: 1000119872
Installed at:  /u:

ocal/zeus

I Add or Remove Traffic Managers

Adding a Traffic Manager: To add this traffic manager to a new dluster, run the Join a Cluster Wizard.

(] 20in a cluster

Removing a Traffic Manager: You have 2 traffic managers in your cluster. You are using the Admin Server on 172.22.1.209,

Traffic Manager  Select

@ 172.22.1.206

Remove Selected

Use the Admin Server on another traffic manager in your cluster to remove 172.22.1.209 from the cluster.

“Completely erase the~"%38R L. [Remove Traffic Manager machine R & > % F L £,

XTraffic IP A7 2 — VA== 278, KTV ZA LHFRELET,

172.22.1.209 (admin/admin) Logout

1000 h 22.9

Virtual Traffic Manager B Cluster: Error ob/s |,

Wizards

% Home | ) Services [[]Catalogs £ Diagnose k= Activity| # System

System: Traffic Managers > AddRemove | Fault Tolerance Networking Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings

Ingress Controller

Remove Remove a Traffic Manager: Confirmation
Traffic
Manager You have chosen to remove the following traffic manager from your cluster:

@ 172.22.1.206

When each machine is removed from the cluster, it no longer automatically shares its configuration with the remaining machines. You can choose to:

@ Completely erase the configuration on that machine, resetting it to the clean, unconfigured state. You can then delete the software, or run the ZEUSHOME/ zxtm/configure script on the machine to
configure it again.

Leave the machine running with its current configuration.

I Remove Traffic Manager machine ICancel

Copyright © Zuken NetWave, Inc. All right Reserved

111



ZNW261SD-TCNO006

[Forcibly remove that machine from the cluster: ~] OF = v 7Ry 7 RIZF = v 7 % A,

[Remove Traffic Manager machine]7 R & > %3 F L £,

172.22.1.209 (admin/admin) Logout

Virtual Traffic Manager 1000 h 22.9 B cluster: Error obss

% Home @ Services [[]Catalogs & Diagnose = Activity| & System Wizards

System: Traffic Managers > AddRemove | Fault Tolerance Networking Alerting SNMP  Security Users Backups Licenses Analytics Export Global Settings
Ingress Controller

Reiove ® Error: There is a problem. Please see below for details

Traffic

Manager Remove a Traffic Manager: Confirmation

It was not possible to remove the following traffic manager from your cluster:

@ 172.22.1.206

There was a problem communicating with machine 172.22.1.206:9080. This may be because the software is not running. The error was: Server closed connection.

You can choose to:

I Forcibly remove that machine from the cluster. You should then manually reconfigure the machine using ZEUSHOME/ zxtm/configure. I

Remove Traffic Manager machine | f{Cancel

(]
WITT7 0747007 ARV EEL % 5 Z & T, Passive @ Traffic Manager D& 45 7-8
12, BEEUI ALRT—&ZAFTRA "Cluster: Warning” &4l —H#IIC [Configuration: Traffic IP
Groups] IZUTDITZ =Xy £—IHFRREINET, Ty 77 L—FRTRICTI—X v -V

HENET,

¥V % Configuration: Traffic IP Groups

Your Traffic IP configuration contains an error.

Traffic IP group TIP_G_172.22.1.205

Key slaves; All machines are marked as passive; IP addresses will be balanced across all machines
This error was reported by all traffic manager machines.

6. IRITT7ITA47vovEVvy bV L FILWT T4 T~ %icg L £,
(2]
TV DI vy MR, 270 BB — N3 E LEY, (BEATY 3 VIIRETY,)

BB, =70 IBRECOREICOVTOIERIE. =77 7ME8ROF a3y,
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7. HILWTF 7473 vOBBUNIICATA YL, 7 7RZXSIREEZITVET,

System > Traffic Managers X =2 —® |Join a cluster | T L £ 7,

Cluster: 0K ob/s |
% Home | @ Services [I]Catalogs £ Diagnose = Activity| & System \ Web Application Wizards ~)[a Help
System: I Traffic Managers IFault Web Application Firewall ing Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings Ingress Controller
Traffic Traffic Managers
Managers
System: Linux Mas24Rcky9vtm02 5.14.0-362.8.1.el9_3.x86_64 #1 SMP PREEMPT_DYNAMIC Wed Nov 8 17:36:32 UTC 2023 x86_64
Software: Version 22.9, Build date: Jul 14 2025 13:36:29
D Architecture: x86_64
uuIo: €8627dd4-fb70-3e01-9d39-e817fc273ad3
172.22.1.208  License Serial: Community_Edition
Installed at: /usr/local/zeus

Web Application Firewall: Version 4.10-00015, not running

Add or Remove Traffic Managers

Adding a Traffic Manager: To add this traffic manager to a new cluster, run the Join a Cluster Wizard.

[>] 30in a cluster

Removing a Traffic Manager: You only have one traffic manager in your cluster. There are no traffic managers that may be removed.

[1.Getting Started] [EE® "Manually specify host/port” %8R L. [NextfRZ v TFL £7,

Cluster Joining wizard, step 1 of 5

1. Getting Started

This wizard joins your current traffic manager to an existing cluster so that it can share the cluster's
configuration and traffic.

Would you like to select an existing cluster from a list of available clusters on your network, or enter the
Administratien Server address and port of a specfic traffic manager to join?

() Select existing cluster
® Manually specify host/port

Cancel| | < Back

[2.Cluster selection |EETH L WA X /8, <D Hostname (IP 7 KL X £/l FX M),

Port (K—F&ES) #AHL T, NextiRE v #FFLXT,

(HE]
R—brESIE FLORZARAT LV OBRBUNCT 72 RT B7-DIChERBER—F (T 74

h139090) DIEFHRTY,
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Cluster Joining wizard, step 2 of 5

2. Cluster selection

Please provide the admin server host and port of one of the machines in the cluster you wish to join:
Hostname: 172.22.1.207
Port: 9090

o] (4t

[3.Authentication] BE T Fac&iXE L. NextRE AT LET,

(fe]

CITANTBHEIL, HLLORZ N2 ORI Y £

Fingerprint Fry IRy IAIF v I AND

Username FLWRZ N2 v OBEBIL—HY—Z%2 AN

Password EBI1—Y—(THT B/ SR T— FEAN

Cluster Joining wizard, step 3 of 5

The admin server you are clustering with is using an SSL certificate with the following SHA-1 fingerprint:

81:E6:6B:B9:12:FD:B9:11:06:D3
0B:E5:1A:77:CC:36:40:A4:FE:0A

B Unfold to view full certificate details ...

172.22.1.207:9090|

Please check the box beside the fingerprint above to indicate that you have verified it or that you trust
the network between it and this system.

If you do not already have this fingerprint on record you can get it by logging into the target admin
server and visiting the System > Security page. (Refer to the product documentation for further
information on cluster security.)

Enter the username and password of a user in the target cluster with permission to add and remove
traffic managers.

Username: admin

Cancel | |« Back| [Next >
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[4 Additional Settings | [BE . "Yes, and allow it to host Traffic IPs immediately” %33R L T. [Next

RE W TFLET,

Cluster Joining wizard, step 4 of 5
achine join them?
@ Yes, and allow it to host Traffic IPs immediately|

0) Yes, but make it a passive machine
(O No, do not add it to any Traffic IP groups

| Cancel | | « Back

[5.Summary] BIEC|Finish|[RZ & T LT,

XTraffic IP 2’7 2 —IVA—N—F 278, X7V ZALDRELET,

Cluster Joining wizard, step 5 of 5

You have chosen to join the cluster containing 172.22.1.207:9090.

To complete the cluster joining process this traffic manager's configuration will be replaced with the cluster's
configuration. When this happens the software will be restarted and you may be logged out.

Click the Finish button below to join the cluster.

Cancel | [ Back
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8. N=avhp 7y 7L —RanTWwaZ L z/ERLET,

System >Traffic Managers X —2—T/N\—=2ayh 7y 7L —FEINTWBZ L ZHERLET,

f

Virtual Traffic Manager 1000 h 22.9

4 Home @ Services [[)Catalogs £ Diagnose [ Activity

System: raffic Networking Alerting SNMP Security Users Backups Licenses Analytics Export Global Settings Ingress Controller
Managers
System Linux M 25.14.0:362.8.1.19 3 x86 64 #1 SMP PREEMPT_DYNAMIC Wed Nov 8 17:36:32 UTC 2023 x86_64
Version 22.9, Build date: Jul 14 2025 13:36:29 |
= ecture:  x86_64
172220208 YUIO 88b3748a-ab71-301-9c9-e817fc273ad3
License Serial: 1000119871
Installed at:  /usr/local/zeus
System: Linux ubuntu 5.15.0-52-generic #58-Ubuntu SMP Thu Oct 13 08:03:55 UTC 2022 x86_64

| Software: Version 22.9, Build date: Jul 14 2025 13:36:29 |
rehecture:  X00.0%

a28eaf9e-a871-3e01-9e5d-e817fc275edf
172.22.1.209  License Serial: 1000119872
Admin Server: https://172.22.1.209:9090/
Installed at:  /usr/local/zeus

9. VIREZMBYIVEELI-Y Vv DARELR T/ A%EHBRLET,
System> Licenses X = 12— Installed License Keys 23 3 >(Z, Details (Z [This key is not

used by any traffic managers. This license key is not valid for any machine in the cluster.] O Xvt—

PRRENTVWBE A X 7LD Remove (CF = v 7% L. [Remove Selected Keys [Rh& > %F#

TLET,
AV ADBIRIZ Y 7 ZAZETRBAE NS 720, FILWT I T4 7o H LLIERE N2y
Y DELLM—ADER Ul TEE WU NSHEZ S W E A,
(k]

HLLMERT B0 7 AZEBROY—N=2ED P 7 KL AW BITRI LRI UIHElE. BHFED T A2 XH5E|

A NETOT, ZOFIBEFFETT,

jou

Virtual Traffic Manager 1000 h 22.9 "
4 Home | @ Services (L) Catalogs £ Diagnose = Activity| & system Wizards v][a Help
System: Traffic Managers _Fault Tolerance Networking Alerting SNMP Security Users Bad(upJ Licenses I.A nn lytics Export _Global Settings Ingress Controller

—
License i Unfold All / Fold All
Keys
o

anagers need valid license keys to operate. License keys are restricted by IP address or MAC address, and may be limited to certain ver

rsions or dates. They may enable additional optional product
(=5 172.22.1.208 (=) 172.22.1.209
(2 ense seri: 1000115871 [ iceme seras 1000115872

Installed License Keys

The following license keys are installed on your traffic manager cluster:

License Serial Details Remove

1000119869 | B This key is not used by any traffic managers.

1000119870 | B This key is not used by
This license key is not v:
1000119871 B USETTY I mEM

1000119872 B Used by traffic managers: 172.22.1.209

==
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7) Rollback [ZDLT
System > Traffic Managers X = 2 —® Switch Versions DIEE T, FRENTWBITON— 3> (T

77 L — Fain/N—<3>) |ZRollback TEX9,

TTD/NN—2 3 VFIRE, Confiim OF =y 7% Uy 2 L. Rollback| RZ>%#o) vy 7 L%,

Rollback TEZH/N—2 a IV EY AT L7RIE. vIM 2B L T ZEL,

BRollback 07 v 77'L— FIZ2W\WT

BRI EAIN—2 3 v & @A L TLWAIRIET Rollback Z1T>TWAIHE, 77 —LT 707 v 7H— KA
IT7—ERBIEDNHY) X,

System > Traffic Managers X = 2 —® Switch Versions ®DIERIZT/N— 3 Y HARRSINTW DA,

Rollback ODEMETZY/N—Y a VIR A TEET,

W= a3 ViFERE, ConfimdF vy 7%2Y v L., Rollback h&>%#27 Uy o LET,

Rollback (CTEZH/NN— a AU BEY AT T LRI vIM ZBES L T 2S00,

| Software Upgrade X =1 — %R L7872 7L — FIZTE £ A,

' Rollback #EICTIRA—2 3 v ARTRE NAEWERIE. VIMET YA VR k=L, Bote7 74 LEBIE |

L LDb, BEEINBNA—VaVICTEEA YR F—AT AR Y £,
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12. X< H2EM
1) 7OT4T—REAINLDYEZ
TRB SN VIM DT 7T 4 T—ZXZ A ZFETYI) B Z 51214, Traffic IP Groups DX =a2—
THRELEY,
EIE Ul H 5 Services > Traffic IP Groups > Traffic IP Groups ZD Edit #2 Vv 7 L9,
Traffic Managers ®IEE T, Standby {8IZE%E L 7=\ Traffic Manager o Passive ®IEBICF = v 7 & A
nxd,

Active AIlZE&E L 7=\ Traffic Manager (Z1d Passive (CF = v 7% L £8 Ao

Traffic Managers

Balow are the tratfic managers this group is associated with

Traffic Manager Passive | Remove

[ #tm-sw07.techi-2Joca
|'?"'| 192.168.0,32

|F_"J] stm-sw08 tech1-2 loca

192,168.0.32 3

Traffic managers in passive mode won't have any Traffic IP addres.

Apply Changes @ [Update (R 2> %7 U v 7 LEREEZ R ET,

Passive [ZF v 7hADWLTWWb < A Standby v > & L TEMEL £5

(#E]
TLRIBELD VIM O EH L M@8ER FEE L7-Lig&1E. 27T Traffic IP Groups & T, LEEERE%1T-
TLZEN,
TANA—N—EBD, TITAT—REZNAHPY)ELZBICa% v ay £y avidElE
HAENELA, BEMHIRELXT,
VIM RIZF + v 2 2 I TL B Session Persistence D1&$RIE Cluster Z18AX 9 2 vIM B TREAL TW1 5%

7=, P EDLYHRLEIL/ — PRI 52 EATEET,
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2) IBSHT

Tz ANA—N=FER, axT¥av Ly aviIEEEINEEA

FEBRDRIAT BEUR 4 — bADOUERFGE SSL SHEZEBIN/BELBE/MIREL X
ER

Service Protection % Classes fRE Tld ¥ v/ T 1 HBREY B7-0 e\ T 2EEICERE I NIIHA,
BENDREIIFHELET,

Pools ~D ./ — K DENEEE TlLBERTIIRE L FH A,

3) DNSHERIS—
VTM Tld DNS ZBRICK 2 ZFIERDI M E L Al £ 7,
ZBIFRBRMNTEAUVEA. Cluster Error £72Y , TS —AE8FINET,
/etc/resolv.conf [ZZBIFEARATE % DNS Y —N—ARKE SN TULAEWEA, Join a Cluster EFEFFICT S
—&mYEI,
F7VIM BEDFRR MEHBERTERWGEE, /N> hAJIC
Hostename ***** dose not resolve to any of our specified IP Address
EREEREINE T,
vTM1000 > Y — XL E HIFERTAER: DNS-derived autoscaling MISEE R SRTE SN DIHE. LRIFRANTE

BOWZ I > THGFINDEMEL DT, /—FOIT—HEHRINDZENHY £,

4) Cluster Error
B Ul 5 LICFRRT % Cluster Error, Cluster Warning |& vTM DE&7E - BIEICRIENFRE L 7-BRICK R
L9,

X727y 7T LT —FMEHTT DI ENTEET,
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Im Cluster: Error obfs |, I

IG Cluster: Warning 0b/s ﬁ

Z®D Cluster & WS RRIITTRIERKTD Cluster & WS BEKTIEH V) FH A,

BT BTV ERIZAEY, vVIM A1 B TH Cluster TFRRICHEY £,

5 /—K7zA)L
VIMA — R 7 A L%EBHIT B &, ARV bAZIC  nodefail AERERENE T,
/ — K7 24U Pool |ZE%E & 717= Health Monitoring ME%E. vIM DIEEEAR CIRAISNE T,

VIM DA R FAZIZIE/ — RO 7 2 AWV LT-Z 2D RSN E T,

Xyt —
Monitor Full HTTP: Monitor has detected a failure in node '172.16.0.127:80" Read failed: Connection refused

Pool default-web, Node 172.16.0.127:80: Node 172.16.0.127 has failed - A monitor has detected a failure

/—F7 A LDRERDZL 1F
- BERIC R T 2 3 VEEIATE R W
Ny TV R/ —RDT7 TV r— 3 v hoDisEMEONAEL
BEDXALT T bEWSTZHDTY,
VIM @ cla . B E0aRFOFE, v b7 —JEBOREC/NNy 7TV K/ — MIDRKREELE W
>f3ma. Ny I N/ — MADKREE CHEEZW K 2 EERY ET,
Bt R— b 2 —ICRROERZ W20 TH, VIM DA Xy s holdnNy 7Ty K/ — Mo

[FRZRARD Z EFTE XA,
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6) Traffic Manager BEMDE >
VIMIZZ— b 724 Ny 7TV R/ — D Ping BREN TER WS BEZ 7 MLV EHMTL £,
BE% 7 AL EHBTLIA5AIC, SRESIN TS Traffic IP Address DESEAMRBRESNE T,
Cluster B TIET 7 T4 7RIE LTEMEL TW = VIM DBEZ 7 AL LT B2 L IC& - T,
Traffic IP Address DBSEA X % > /3 L TW=vIM EICEEI L 5,
T ANA—N—BHELTRY) | RRVINADT 7T 4 TICFEHKEL. Traffic IP Address ~DBEH ATRE L 72
VET,
Cluster Z#ERK 9 22 TD VIM H*'BE% 7 = A )L LYl L7351, Traffic IP Address OBHEIZEERR S

. TIP ~OBEZTEHRLBRY ET,

T 7AW TRIN—FE= FBERVIM TREL TV IR -7 —RZFALET,

FAEYRERBLAAL IP 7 RLADEREINTWEA Y Z—7 2 —XT/h— bE— MBEATEHRL

EVIM IE7 =M IVHIlTZ LT

N— bk E— FBEEFHIRT 2 :&E 3 System > Security > Cluster Communication X = 2 —® controlallow
DEETITVES,

RERETN— FE—MBEZITIFY b7 =7 %2FRT 23581871 € RZBLRAAK IP 7LD

v bT—IHEEND LS IREL TLZE Y,

F7- 0S Al iptables FTHIRE LAWK S ICTERL 2N,
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7 ARy LavIS—0HN
ARG avIS—IIATICHAS B I EHNTEET,

Services >V/irtual Servers > Virtual Server % >Error Logging DX — 2 —THREL 7

Connection Error Settings
Configure whether or not the traffic manager will log detailed information about failures on individual connections handled by this virtual server.

Should the virtual server log failures occurring on connections to clients.
Note: enabling log!client_connection_failures will cause many warning messages under normal operation and should only be enabled if there is a problem with a particular

client.

logiclient_connection_failures: () Yes (@ No

Should the virtual server log failures occurring on connections to nodes.

log!server_connection_failures: () Yes ® No

Should the virtual server log failures occurring on SSL secure negotiation.

log!ssl_failures: O Yes @ No

Should the virtual server log messages when attempts to resume SSL sessions (either from the session cache or a session ticket) fail. Note that failure to resume an SSL
session does not result in the SSL connection being closed, but it does cause a full SSL handshake to take place.

log!ssl_resumption_failures: O Yes @ No

Session Persistence Logging
Configure whether or not information about session persistence decisions will be logged for connections handled by this virtual server.

Should the virtual server log session persistence events.
Note: enabling log!session_persistence verbose will cause a large volume of log messages to be written under normal operation, and should only be enabled if there is a

problem with session persistence.
It is generally a good idea to enable log!server_connection_failures at the same time.

loglsession_persistence_verbose: () Yes @® No

log!client_connection_failures &t — Virtual Server DR CREL/-T7—%2RAJICHAL
9,
RUENZE LMD, EFUTICHENH BHEDHER (Yes)

ICLTLEEWN,

log!server_connection_failures /= F~OEGTRELI-Z7—%207ICHALET,

loglssl_failures et — Virtual Server B SSL G CREL /-7 —% 07 ICH

HLET,

log!ss|_resumption_failures oot — Virtual Server Bl W Tty avFryia yia

YFy Mok SSLBEROA /RO LE,

log!session_persistence_verbose Session Persistence IC& 2#EfHa D7 ICHALET,
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&hHHT loglserver connection failures ZBMICT 5 Z & Hi¥ERE
INET,

#EEEZEYM Yes) IZTBZET. LEOOIHAHDENET,

FmEEE (Yes) (TR &ICLl, ATHEGELLY, DISKBEEEEET 2HERELDIEHHY £7,

FEEFTUND BRI TIEEREEES (No) (CL. BHLTLEEEL,

8) SSLEES{LR 1 — FDEE

VIM Tl vTM 2fkF 7213 Virtual Server EICHIFT % SSLIES{LRX 1 — FEIEEST A Z LA TEET,
VIM 2K TERET 535513

System >Global Settings >SSL Configuration X = 2 —

Virtual Server EIZERTET HiHE1E

Services > Virtual Servers > Virtual Server & >SSL Decryption X =21 —

THRELEY,

VIM DIEDERE & Y H Virtual server ERIDEREIEBLRENET,

VIM £{RDRE ssllcipher_suites

Systermn >Global Settings >SSL Configuration

The SSL/TLS cipher suites preference list for SSL/TLS connections, unless overridden by virtual server or pool settings. For information on supported cipher suites see the

=L

Virtual Server HDELE ss|_cipher_suites

Services > Virtual Servers > Virtual Server & >SSL Decryption

The SSL/TLS cipher suites to allow for connections to this vil rtual server. Leaving this empty will make the virtual server use the globally configured cipher suites, see
configuration key ssiicipher. s in the Global Settings of the System tab. See there for how to specify SSL/TLS cipher
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BT 7 4V b TEETY, ZRORETIET 7 4L b TEME R BB R 4 — FETHFIRTRET
ER

T7 A TEERDESRA 4 — MIHELP hoMERT 2 Z M TEET,

B Ul 55 System>Global Settings>SSL Configuration X — 21 —%F&, ALOHELP %221 v/ L
9,

A7 4> R IHBE, ssllcipher_suites DIEE TWNT BEECRA 4 — 2RI B ENTEET,

BSR4 — MMIY R DD HIEEICESABINET,

x

& Virtual Traffic Manager Ib Help = Global Settings - Gongle Chrome = @

m/help.f

sslicipher_suites

The global list (space, comma or colon separated) of cipher suites that will be used for performing SSL decryption or SSL encryption. The order of the supplied list determines the
priority of the cipher suites. A virtual server or pool may provide an explicit value to override this global cipher suite order

When enabling HTTP/2 for & virtual server, there are some restrictions on which SSL cipher suites must be enabled. The HTTP/2 settings section on the “Protoral Settings” page has
more details about this.

The IANA TLS Cipher Suites registry is the definitive list of all cipher suites. The list of cipher suites supported by the traffic manager is given below. (The names used for pre-TLS
1.3 cipher suites begin with SSL_ instead of TLS_, but otherwise correspond exactly to the names in the registry.) The IANA registered values themselves are given in parentheses,

For example, the (pre-TLS 1.3) traffic manager cipher suite SSL_ECDHE_ECDSA_WITH_AES_256_CBC_SHA represents the 1ANA cipher suite
TLS_ECOHE_ECDSA_WITH_AES_256_CBC_SHA. When using this cipher suite, the server must present an ECDSA public key in the server certificate as suthentication, The key
exchange algorithm in use is ECDHE, and 256-bit AES-CBC s used for bulk encryption,

The default order is:

1. TLS_AES_126_GCM_SHA256 (0x13, 0x01)

2. TLS_AES_256_GCM_SHAJ84 (0x13, 0x02)

3. 5SL_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 (0xCO, 0x2B)
4. 5SL_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xCO, 0x23)
5. SS1_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xCO, 0xD9)
2
7
8
[

. SSL_RSA_WITH_AES 128 GCM_SHA256 (0x00, 0x9C)
. SSL_RSA_WITH_AES 128 CBC_SHA2S56 (0x00, Dx3C)
. SSL_DHE_DSS_WITH_AES_128_CBC_SHA256 (0x00, 0x40)

SSL_ECOHE_RSA_WITH_AES_128_GCM_SHA2S6 (0xCO, 0x2F)
10. SSL_DHE_RSA_WITH_AES_128_GCM_SHA256 {0x0D, Ux9E)

11. SSL_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xC0, 0x27)
12. SSL_DHE_RSA_WITH_AES_128_CBC_SHA256 (0x00, Ox57)

13. S5L_RSA_WITH_AES_128_CBC_SHA (0x00, OX2F)
SL_DHE_DSS_WITH_AES_128 SHA (0x00, 0x32)

15. SSL_ECDHE_RSA_WITH_AES_126_CBC_SHA (0xCO, 0x13)

16. SSL_DHE_RSA_WITH_AES_128_CBC_SHA (0x00; 0x33)

17. SSL_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xCO0, 0x2C)
18. 55L_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xC0, 0x0A)

19. SSL_RSA_WITH_AES_256_GCM_SHA3B4 (0x00, 0x90)

20. SSL_RSA_WITH_AES_256_CBC_SHA256 (0x00, 0x3D)

21. S51_DHE_DSS_WITH_AES_256_CBC_SHAZ56 (000, 0xGA)

22. SSL_ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xCO, 0x30)
23. SSL_DHE_RSA_WITH_AES_256_GCM_SHA384 {0x00, OX9F)

24. SSI_DHE_RSA_WITH_AES_256_CBC_SHAZS6 (0x00, 0x68)

25. SSL_RSA_WITH_AES_256_CBC_SHA {0x00, Dx35)

26. SSL_DHE_DSS_WITH_AES_256_CBC_SHA (0x00, 0x38)

27. SSL_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xCO, Ox14)

26. S51_DHE_RSA_WITH_AES_256_CBC_SHA (0x00, 0x38)

SSL #7 A — R CHIET 2 EDESLX 4 — F ZI8E T 5 (114 ssllcipher_suites DIERICREL £
BEHORESLR 4 — MEh <X THEELX T,

BRENDIEFIZFTEN O DIRICHY) £,
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The SSL/TLS cipher suites preference list for SSL/TLS connections, unless overridden by virtual server or pool settings. For information on supported cipher suites see the
online help.

sslicipher_suites:

The SSL/TLS signature algorithms preference list for SSL/TLS connections using TLS version 1.2 or higher, unless overridden by virtual server or pool settings. For
information on supported algorithms see the online help.

sslisignature_algorithms: |

The SSL/TLS elliptic curve preference list for SSL/TLS connections using TLS version 1.0 or higher, unless overridden by virtual server or pool settings. For information on
supported curves see the online help.

ssllelliptic_curves: |

The size in bits of the modulus for the domain parameters used for cipher suites that use finite field Diffie-Hellman key agreement.
sslidiffie_hellman_modulus_size: | 2048 v | Default: 2048

BSR4 — MESSL/TLS N— 3 VEITHEET 5 Z L ITTEFBAN IBET BBFLR 1 — ML
THIFHTZ % SSL/TSL N—=2 a v &LV 9,
EEALR 4 — FMEISHIEY % SSL/TLS /13— 3 V(ZB8Y 2RISR YR — b4 b o [HAiriBR] K38

HLTBYET,

9) SSLaxyarvIs—

SSL axs>avyT 77— SSL/TLS N—=Y 3> 2OV I—avIMBI B3R+ —bDIR~T
vFTHRELET,

VIM [ZERE SN /=@Y @ SSL e AW £9,

SSL X7 ¥ a vy I —HFERICIIRT BN Y —ILTH B, IE. Firefox, Chrome EDEHD T =7
777, openssl I~ FTHERME ZHEER TS,

(77 7V EBICEENRRDIGEENHY) £T, BTEHROT 7 7Y TTRERZE )

N —ILTSSL AT > a3 v 7 —hFELBWEE, vIM O SSL ERENEFTORE S T X<
yFLTWBY, BERTTDT 7 ) r— a vITERT ARSI EZONET,

JURRAY —IL T SSL a7 ¥ 3 VT 7 —HFE LEBEWGEOITAD TN TE £ A, VAT LD
FBEIEY, FRIBLORRMRICTIWIG 72 Ly,

verl8.2 L& SSLv2 DE&E XL . SSLv2 @ Client Hello #=Z I ANS Z E N TE X H A,
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13. Y7 R—F
1) H1R—rEO

Z7 7 FRECIARADOVIM BT 2EE I RAIZ7 7 FMSEROICERaE <7ZELy,

Rt | ZTERE ER U7 KI5AICIE E-mail support-tm@znw.co.jp FBIC X —ILTHERIEE L XL,

#it© IR 2 BRI T Y R — FEERDINISE Y £, KT ORICH TEE/EE L,

- REIBEEFETCOBHERIETHG L THY £HA,
- SAIXSIORERE BEEER 101 00~17 1 00 ([CTWSEHTWWEEWTEY £,

- CEPICHT BEESHRO CBEBIC S LT £ AL

2) HYiR— hEE
B AR DY H— b R T LATRBRIES N7tk d POST #7— T,
BAROBMEEIE= 7/ SR BN CERE 1) <AL, BABOREIRT 3 CERMILAH

TOZTHRMELZHEDHY £7,

B ASIS T 2EEIEVIM OV 7 b7 2 TE R &R £
B CIEUAT O ZERICT L TP R— bxfitidERL TH Y A,
- OS [CBEd 2, RE. T7—
- OS IS5 EIER
- 7’8k aLENE
F =7 TERIEOHRE. Y—EX
- BRI BRE T B BROEA

-VIM DE&ET. SREDFHMEGL LA YILT 4 VI OBEIEEIChH I DI R BIEEEEMIE)
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- VTM DRRTERER. EDIEL4HRER BLE&EEXIID)

- BEEAIC TR S N FIREDHE?R (GEEEIG)

- B HBHADEY 1 —IL, KhE

cRT LDy N7 —VERTE

Ny oIV R/ — MUDKRE. EME

VIM A8 L TWBIREBHY —/R—RIC, D7 TV r—> 3 v B4 VA R—IL - BESNTWBIHEE. 7

TV —o v DY) DFIEEEHRTEETEmMmL TLEELY,

VIM SREFEDRR. OV 7 4 VDIEYURERR EIZeTHETOMNEEZ S ETWEEnwWTEY £7,

VD TREREINDBERITT L TE, BHICBWTEARID ZHERADOMIG, g, L7 F v &EhL

THYET,

FHLCEZ 77 7IEHEERE TERAIEE N,

3 FHSHITRELER
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AN BHBELVIER

FHCBRAERT, NROFREZ BBV 2T EFHA L RL—XBIIGH TERWEEN DY £7,

M Technical Support Report (TSR) EX{SA7%
Diagnose > Technical Support >Querying Technical Support X =2 —7 Manage Technical Support

Reports 27 Vv o L%x9,

TSR Options TETHIEBIZF = v 7 Z A1, |Generate TSRRZ > %7V v LET,

Technical Support Report DAERHN R Z— b+ L, EHEhTEF T LBFZIToTWA PC LIZZY>vA—F

SNEY,

WD 7« JEUS A

System >Backups >Create a Backup X=ax—7T[Save|RZ>%#27 Vv oL %7,

Save L7=/\v 2 7y 7"h¥ Backups stored on Traffic Manager | RaENE T,
Ny o7y Tanfzfzs Vv LET,
Export Backup archive X =2 —#* Export Configuration #27 Vv 7 L9,

BEPC Licavy 74 /&y vyo—FEnEd,

4) HR—MET
12D VTM DR/N— 3 U TIE X —H—DHH— MECEIAASH Y £,

ver22.2 % 2026 £1 A 19 H

ver229 % 20277 H15H

FEEN—2 3 BAOFR—= g VFEEIC A —H—YR— AR T L TWET,
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YR— METERDN—=2 a VI L TX—H—DFETIIERS NI A,
YiR— METRIZEH D/ 7T F Ly POEERTHISS ETWEEE T £ TOITERISHL
TEEZIERTE S LIIRY £HA,

CHBDN—= 3 Y R— MET ERBEICEAN—V 3 o AD Ty 77 L — R & THRETC/2E 0,

BAX—H—Y Y —RDON=V a3V & TRERN—V 3 VDERITDOWNT
BAERICBEWTCZENT EN=I 3 U EA—H—DY V=X LIz2TON—T 3 TIEZI W E A,
LTS (Long-Term Support) DXFRE RS> TWBN—= 3 v OHAARTIEITERNLTEY £,
CEALTLWBN= 3> TIIAEWA—H—D ) =IN= 3 v ZRAINET L, YR— M 2RMHT

BT EeNTEE A,

5) HYiR—hrHA b

B TIIVIM ZIER 7 4 £ A CITRAIN TV R EEFRAITICH R — b YA b afRLTEY £,

ERZ At 2B LAKFIO ZFIRITFIAFER £ £,

HR—bHA kb http://www.znw.co.jp/support
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AEREETADR, MEF1UFAYU1— s> TRBHEICERUET, English Q

(\) NetWave

ALRBEITHOLS A BORVES YU1-S3>  SNSE-EISF— Y-k 2HEE | sHLabe

& > Yr—h

, Fortinet , DellTechnologies , Fortiweb
N—bhFr—E@AY1 b N—hrr—8AYC b Y- b b

, Virtual Traffic Manager
HR— koA~

I RI-T-—DEEHEA

EUREROBEERN. SREDFTIZALYR— NIELT. SRCHT3. B (- M — e8NS TRSEET.

[Virtual Traffic Manager Y7 Ri— k44 b #2)vo LET,

A74 VEEAFRRLET,

HYR— b A bADBTAUIZIEID EXRT—RHARE LY £T,
GHlZFEINTWAEER. FHlPOEERILERRD steelapp-limit D ID £/¥X7—RKTRJ A4~ LT
TRFCIEEL)

ID £/8%27— FIFTFD URL 73X —LTHEEE <20,

A—ILTORIEHEIEHL  info@znw.co.jp

URL  https://www.znw.co.jp/contact
BEEERE/ THRENRORIC=77 7 ID # T A L TS,
HPR— b A bADOTA VD, /SRT— Fa ZTEELZE0,
YR— b A bDOARRT— FIEPRICEE L THY £9, LFE URL THRUIAKWZE £ LI-BRE

IZH L CIEEFRIOFREMNZIT>THEY £,
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N NetWave A SteelApp_Limited [EdnizbdslS

Virtual Traffic ManagerbR— 51 b

PRODUCTS SUPPORT

o

Hk— M8

YR—hPA MMESTE

ZOYA MNIRFARY ROTA T OSEHADOBRAMZEN L GEELTHEHET.
FOTEALEE.

HLD ERIEZHOICAN] ITBREF—T—FZANT 2 LT BENBEZRRT LN TEET,
BHOF—T—FZAR—XTRYI>TANLET & AND HETIRRT 52 &N TEET,

(Z%E). [Rule]. [zcli). [TrafficScript] 7% & %A MILDKEIRICKANT BXFEFZEL TWET,
ZHLDIFII TR T E B ATRETT,
YR— VA MIZ 77 FRBETEMRET 2V U 2 —Y 3 v —EXZ ZHIAVZVLWTWL S BRE
mlFoYA T,
ER7 At 2% CRAPTARVEERICT L TINBORIR, B3 N+ 24 bOREIIToTHY &

A,
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VIM [Za~ > FigfETH —EXDfeE),

Frozcli WS av Yy RE—FAH Y,
WO~ NG
VIMH$—EZX {E1E
VIMH#—EX X&Z—}
VIMH—ER  Bis)
VIM a<% > K54 v E— FADTIEZ
VIM av Y R4 E— FOIET
Admin /XX — kD Yty b

O—JL/Ny o

Bzl (A< R74Y) T— Rl
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FIE & W TAREATRIRE T,

REDENE, 1BREEUSTHIENTEET,

/ust/local/zeus/stop-zeus
/usr/local/zeus/start-zeus
/usr/local/zeus/restart-zeus
/usr/local/zeus/zxtm/bin/zcli

Exit
/ust/local/zeus/zxtm/bin/reset-admin-password

/ust/local/zeus/zxtm/bin/rollback

FERa<r FigE2SRB L. vIM O~y RS v E— FAOYIEZ 2 ETL £,

show info Uptime *° Virtual Server, Pool DF 7 ¥ b, IP 7 FL RAEEDFTRL
9,

show trafficip Traffic IP Groups DFEEHLFTRL T,

show pool Pool DEEEIERNFTRL £,

show virtualserver Virtual Server DFRETERNIFRL £9

stats pool pool ~NDT—% 8, Queue BEL AR TEET,

stats virtualserver vitual server ADY I TR ML, ART Y a VIR EDRERTEET,

stats session session persistence DI k V1 (#FE) #HERTEET,
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BE2 RuleszEHY 7L

RuleBuilder DE&EHEDIER T,

511 : Redirect
Redirect [ VIM AD7 72X & BEIICBDOY A MIEDEL T,

ZofB Tl http://www.123.com/hogehoge ~D 777t X%  http://www.domainl.jp ~NEmx L 9

www.domaini.jp

=
=

i www.i23.com\

Conditions

Any v | of the conditions must be met before executing the rule's actions:

URL Path |equals v | | mogenoge @

-~
Actions

The following actions will be executed:

HTTP Redirect |nhttp:/wwwr.domaint.jp @

12 : Change HTTP
Change HTTP OETIL, /SREZEZXTI, FAXAVEDEEELET,
ZDFRETIE  http://www.123.com/hogehoge ICT7 7 2XH'H % &  http://www.domainl.jp/hogehoge

ICEREEINFE T, EEFLIEEIC/SREFDD  /hogehoge ZIEE L £H A,
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Conditions

Any v | of the conditions must be met before executing the rule's actions:

URL Path | equals v | imegenoge E]

t
Actions

The following actions will be executed:

Change HTTP site |wvw.domain’ jp [x]

13 : Choose Pool
Choose Pool DR EIEEMEIZH LT, Pool DFEIRZITLE T,
Rule E27E 235N T Pool #33R$ % & & T Virtual Server [ZE8E &N 7- Pool SR E4LHE T BT &M TEET,

ZOFREIZ 12D IP 7 FL X, 12D Virtual Server 8E TE£L0 FQDN DIEE#IET 255 FIAL £

<}

o

HOST ~v X —D5HBIZT 7 R/ — R&fRE L 7= Pool 2 BZ 5 Z &N TEET,

Conditions

Any ¥ | of the conditions must be met before executing the rule’s actions:
HTTP Header [HOST equals v | [www.123.com [x)

Actions

The follewing actions will be executed:

Choose Pool [www.123 com v | [x]

Choose Pool [£ HOST Ny & — & DfEE LN HRIBT 2 Z A TE XY,
URL Path &#H&HE 7155, Choose Pool TIEE & 7= Pool ®/Nwy o T K/ — K E®D URL Path (77X

LEY,

514 : URL /X RDOEESE
URLPath A% /info./faq /access /support /registration/products/member &#&RkE M. /info, /access

PANDT 72 REHIIE HTTPS ¥4 MMCUIBEZ LE T,
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Conditions

All v | of the conditions must be met before executing the rule's actions:

URL Path | is notequalto ¥ | |finfo @
AND
URL Path | is not equal to v | |faccesss [x]
~
Actions

The following actions will be executed:

Change HTTP site htips:/iwww domaint jp/ @

Conditions Mi&ElE Any Tldi <, Al ISREL £
is notequal to T/info &4 3—ILTALN, Jaccess &4 T—ILTHRWE WS 2 DOEEA 2 Tl/-3HaIlT

7 aveERITSEET,

515 : URL Path & Raw URL ®3&\»
URL Path @i&%ETlx /hogehoge X /hogehoge/indexphp &EREL FT,
Raw URL Tl& /hogehoge/board.cgi?action=guestbook &i&XEL 9,

URL ED/XT A =2 £ TREY S ICId Raw URL ZFHAL £,

Bl6:UFA4 b

Rewrite URL Path MDE&E TIE/ SR DIEEDEAICL > TRRHEDLY £,

Conditions

All v of the conditions must be met before executing the rule’s actions:
Remote IP Address | equals v | [192.168.0.0124 [x]

Actions

The fellowing actions will be executed:

I Rewrite URL Path /test finfo2 m

Actions E%7E1Z Rewrite URL Path ZE%E 9 3B pattern % /test & L. Replacement % /info2 & L7354
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- o x
L?;- hitp://192.168.0.151/info2 o~ al @ 1921880151 e o
TrUF) E\&EE =RV BREAYMA) Y-IKM ALTH)
=
default-web /info2
sv 92
®00% v

75 YA SO hitp:// ¥+ test |27 72X LTHBAIC, htp//***** /info2 (ZZbH Y £T,

Conditions

All v | of the conditions must be met before executing the rule's actions:
Remote 1P Address | equals v | [192.168.0.0024 (%]

Actions

The fellowing actions will be executed:

I Rewrite URL Path [ftest/ [finfoz IE

Actions E%7EC Rewrite URL Path Z5%E 9 BRI pattern & /test/ & L. Replacement % /info2 & L7=354&

B Bl
elé httpi//192.168.0.050 et/ | O - ] @ 1021880150 - | | ok B

default-web /info2

sv 92

TZ 7Y BD http://***** ftest/ 1T 7R LTHEIC. URL REIZEHSTIC /info2 DARABRHIERRLE

ER
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